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( )
3.1
5,6 5 CRYPTREC
[19] Hierocrypt-L1
8, 18, 20]
5: 1: Client, High performance, Sever
‘ Environment H Client ‘ High performance Server ‘
CPU Pentium IIT (650 MHz) | Alpha 21264(463 Hz) | Ultra SPARC(400 MHz)
0OS Windows 98 SE Tru 64 UNIX V5.1 Solaris 7
RAM 64MB 512MB 256MB
Compiler Visual C++ 6.0 SP3 DEC C Forte C 6
Assembler MASM 6.14 ? ?
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6: 2: JAVA, 8-bit, Smart card

Environment H JAVA “ 8-bit ‘ Smart card ‘

CPU Pentium II (600 MHz) 7Z80(5 MHz) JT6N55(5 MHz)

0OS Windows 2000 SP2 - ?

RAM 192MB 512MB 73MB
Compiler Sun JDK1.3.1 - -
Simulator - z80pack-+patch z80pack-+patch
Assembler - PROASM-II ver.3 | PROASM-II ver.3

3.2

Pentium IIT

1

function call

Client (Pentium ITI+MASM)

Time Stamp Counter (TSC)

“required CPU cycles/BENCH_COUNT”

Alpha 21264 RTSC

clock()
3.3
3.3.1 Client (Pentium ITI)

5 Client CRYPTREC

CPU Pentium III PC [19] 7 Hierocrypt-L1
ECB 100 10
1
8

7: Pentium III(650MHz) encryption/decryption performance

Time(cycle) Throughput(Mbps)
Key setup | encryption | decryption | encryption | decryption
No 199 204 209.0 203.9
Yes 374 616 111.2 67.5
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#define BENCH_COUNT 1000000
#define CPUID __asm __emit Ofh __asm __emit Oa2h
#define RDTSC __asm __emit Ofh __asm __emit 031lh
_asm {
pushad
CPUID
RDTSC
mov cycles_highl, edx
mov cycles lowl, eax
popad
}
for(i=0; I1<BENCH_COUNT; i++)
function_call(in, out, ekey); /* evaluation target */
_asm {
pushad
CPUID
RDTSC
mov cycles_high2, edx
mov cycles low2, eax
popad
}
temp_cyclesl = ((unsigned __int64)cycles_highl << 32) | cycles_lowl;
temp_cycles2 = ((unsigned __int64)cycles_high2 << 32) | cycles_low2;
split = temp_cycle2 - temp_cyclel;

1: Piece of speed evaluation program on Pentium IIT

8: Pentium IIT memory usage
Operation | Code size | Work area

Enc/Dec 52982 448
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3.3.2 High End

5

9

10

3.3.3 Server

5

ITi
11

12

High End
CPU

Hierocrypt-L1

(Alpha 21264)

CRYPTREC
Alpha 21264

DEC

ECB

100

10

9: Alpha 21264(463MHz) encryption/decryption performance

Time(cycle) Throughput(Mbps)
Key setup | encryption | decryption | encryption | decryption
No 210 210 141.1 141.1
Yes 390 625 76.0 47.4

10: Alpha 21264 memory usage

Operation

Code size

Work area

Enc/Dec

84328

448

(Ultra SPARC 1Ii)

Hierocrypt—-L1

CRYPTREC
CPU
ECB 100
12

Sun Microsystems

10

Ultra SPARC

11: Ultra SPARC IIi(400Mhz) encryption/decryption performance

Time(cycle) Throughput(Mbps)
Key setup | encryption | decryption | encryption | decryption
No 378 500 67.7 51.2
Yes 718 1203 35.7 21.3
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12: Ultra SPARC IIi(400Mz) memory usage

Operation | Code size | Work area
Enc/Dec 24496 448
3.3.4 JAVA
JAVA Sun Microsystems JDK1.3.1

TAIK
TAIK-JCE 2.61

JCE(JAVA

Cryptography Extension) Sun Microsys-

TAIK-JCE 2.61

tems JCE 1.2
PC DynaBook SS3480 DS60P /1n2L 2
13 14
200MHz 1/3
13: JAVA Environment
Sun Microsystems JDK1.3.1
DynaBook SS 3480 DS60P/1N2L
CPU Intel SpeedStep Pentium IT (600MHz)
192 MByte
0S Microsoft Windows 2000 5.00.2195 Service Pack 2
14: JAVA (Pentium III, 600MHz) encryption/decryption performance
JCE | Class Key generation Throughput
size (key/sec) Mbps
(byte) | encryption | decryption | (byte) | (byte)
Yes | 13315 224775 155638 30.69 | 29.94
No 11422 533219 32.05 | 30.75
3.3.5 8-bit
8-bit 780
z80pack z80sim
ftp:/ /ftp.cs.uni-sb.de/pub/others/z80pack.tgz
ECB 1 state
15

http://dynabook.com/pc/catalog/oldpc/ss/ss34t2/spec.htm
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15: Z80(5MHz) encryption/decryption performance

Time(state) ROM | RAM
encryption | decryption | (Byte) | (Byte)
18384 21588 4196 25

16: Z80(5MHz) memory usage

Operation | Code | Time | Stack RAM(byte)
(Byte) | (state) | (Byte) | Plaintext | Key | Ciphertext | Work || Sum
Encryption | 2,228 | 18,384 16 8 16 - 1 25
Decryption | 3,200 | 21,588 16 8 16 - 1 25
Enc/Dec 4196 - - - - - - -
3.3.6
Z80[2] CPU
780 JT6N55
17
ROM
ROM RAM EEPROM
17:
JT6N55
7380 (5MHz)
ROM 48KB
RAM 1KB
EEPROM | 8KB
780
780 JT6N55[1]
780 780
4
3KB
on-the-fly
Hierocrypt-L1
(RAM)
18
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1,280

S-box 256
18:
key length || ROM RAM encryption
Algorithm (bits) (bytes) | (bytes) | (states) | (ms @5MHz)
Hierocrypt-L1 128 26 2,447 | 19,399 3.88
4
ASIC FPGA
4.1 ASIC
4.1.1 (ASIC-1)
1.
0.25 pm 3 CMOS
2.
SYNOPSYS Design Compier 1999.10-3
3. (
1.35V 70 ( , 1.5V 25 )
4.
1081Mb/s(9.86mns, 6 clock)
5.
81.2K
4.1.2 (ASIC-2)
1.
0.15 pym 3 CMOS
2.
SYNOPSYS Design Compier 1999.10-3 ?
3. (
1.35V. 70 ( , 1.5V 25 )

21




1568Mb/s(6.80ns, 6 clock)

5.
54.9K
4.1.3 (ASIC-3)
SBOX, MDSL
1.
0.25 ym 3 CMOS ?
2.

SYNOPSYS Design Compier 1999.10-3

3. (
1.35V. 70 ( , LBV 25 )

135.0Mb/s(18.22ns, 26 clock)

5.
9.9K

4.2 FPGA

4.2.1 (FPGA-1)

ALTERA Max+plus II ver. 9.6

51.0Mb/s(11.16MHz, 89.6ns, 14 clock)

11.0K , ALTERA Flex 10K

4.3
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19: ASIC implementation

implementation | Rule | Throughput Area Critical path | Latency
(pm) (Mbps) (Kgate) | (K logic cell) (ns) (clock)
ASIC-1 0.25pum 1081 81.2 - 9.86 6
ASIC-2 0.13pm 1568 54.9 - 6.80 6
ASIC-3 0.25pum 135 9.9 — 18.22 26
FPGA-1 - 51.0 — 11.0 89.6 14
5%
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