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Message from the Chief Information Security Officer (CISO)

Delivering safety and security to a
remotely connected world

We have been engaged in a lengthy struggle to combat the COVID-19 pandemic; its impacts still persist, affecting
all aspects of our lives, including work. As we have been urged to maintain social distancing to prevent the spread
of coronavirus, many of us are feeling frustrated at being unable to enjoy the simple things in life. While praying for
the speedy eradication of the coronavirus, we have learned how to come to terms with the pandemic, exploring

“the new normal.”

Looking back over the past three years, we have utilized various forms of digital services more extensively than
ever before. Connecting with people remotely is becoming increasingly the norm for us in all spheres of life as we
interact with people via social media, do shopping online without going out, use home delivery services, take
online classes, and telework most days of the week. When viewed from a different perspective, this situation is
advantageous to those who are using the Internet for criminal purposes. It is therefore necessary to enhance the

security of cyberspace in order to protect society from cybercrime.

Toshiba Group possesses extensive experience and expertise in monozukuri—the art, science, and craft of making
things—cultivated for 147 years since its founding in 1875. By leveraging such experience and expertise, we would
like to deliver safety and security not only in the physical world but also in a remotely connected world in

accordance with the Basic Commitment of the Toshiba Group, "Committed to People, Committed to the Future."

The purpose of Cyber Security Report 2022 is to provide our customers, shareholders, suppliers, and other
stakeholders with information about Toshiba Group’s initiatives to enhance cyber security. We hope it will allay

any security concerns you may have so that you will select Toshiba’s products and services with confidence.

Executive Officer,
Corporate Senior

Vice President and CISO
Toshiba Corporation

Hideaki Ishii
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Toshiba Group’s Manifesto on Cyber Security

With unwavering determination to

protect society from invisible threats

With rapid digitization of everyday life, cyber-crimes have become common nowadays.
All of a sudden, anyone could be deprived of their valuable assets or involved in an

outrageous crime.

As an enterprise that supports people’s lives, Toshiba Group has endeavored to afford
safety and security to society and its customers. Leveraging extensive experience
and expertise cultivated through more than 145 years of history, we offer electricity
supply, public transportation, and other infrastructure services as well as data services
using cutting-edge digital technologies. We would like to contribute to the betterment
of people's lives and culture in both physical and cyber realms. As these services can be

a target of cyberattacks, security enhancement is one of the most crucial issues.

To protect society from invisible threats, Toshiba Group works with one accord to
establish a robust cyber security system, comply with the related laws and
regulations, and develop cyber security specialists while being committed to active and

honest information disclosure to customers.

We accord the highest priority to the protection of customers’ privacy. Therefore, we
consider it crucial to properly manage personal data acquired through our business
activities in order to prevent its leakage and unauthorized use. In the event of a security
incident, we will do our utmost to minimize damage, identify its cause, and expedite

the recovery of the affected system.

With firm resolve, we commit ourselves to protecting society from invisible threats.



The Essence of Toshiba

The Essence of Toshiba is the basis for the
sustainable growth of the Toshiba Group and

the foundation of all corporate activities.

Basic
Commitment
of the Toshiba Group

Our Purpose

The Essence of Toshiba comprises three
elements: Basic Commitment of the Toshiba

Group, Our Purpose, and Our Values.

With Toshiba’s Basic Commitment kept close to
heart, we clarified our purpose - the difference
that Toshiba Group makes in society - together
with our values, the shared beliefs that guide

our actions.

Basic Commitment of the Toshiba Group

Committed to People,
Committed to the Future.

At Toshiba, we commit to raising
the quality of life for people around
the world, ensuring progress that is
in harmony with our planet.

2022

Cyber Security
Report

Our Purpose

We are Toshiba. We have an unwavering drive
to make and do things that lead to a better world.

A planet that’s safer and cleaner.
A society that’s both sustainable and dynamic.
A life as comfortable as it is exciting

That’s the future we believe in.
We see its possibilities, and work every day to

deliver answers that will bring on a brilliant new day.

By combining the power of invention with
our expertise and desire for a better world,
we imagine things that have never been -
and make them a reality.

That is our potential. Working together,

we inspire a belief in each other and

our customers that no challenge is too great, and
there’s no promise we can’t fulfill.

We turn on the promise of a new day.

Our Values

Do the right thing

We act with integrity, honesty and
openness, doing what’s right—
not what’s easy.

Look for a better way

We continually strive to find new and
better ways, embracing change
as a means for progress.

Always consider the impact

We think about how what we do
will change the world for the better,
both today and for generations to come.

Create together

We collaborate with each other and
our customers, so that we can grow
together.
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Chapter ]_

In accordance with the Basic Commitment of the Toshiba Group, “Committed to People, Committed to the Future,”
Toshiba Group aims to realize a sustainable future. To this end, our priorities are: 1) developing infrastructure that
helps maintain safe and secure lives for everyone, 2) realizing a connected data-driven society that helps promote
social and environmental stability, and 3) shifting toward a carbon-neutral circular economy. The key to fulfilling
these goals lies in digital technologies. As the transition to a digital economy progresses, many businesses will
become connected to create new social value, transcending the barriers among different industrial sectors.

Cyber resilience is essential for the development of a digital economy. Accompanying the digitization of various
social infrastructure, cyber threats are expanding, exposing them to the increasing risk of cyber-induced physical
damage. To facilitate connections among various businesses across industries, it is crucial to ensure cyber security
while securing the reliability of the data that will be traded and utilized. Furthermore, realization of secure network
environments resistant to quantum computers is desired.

Toshiba Group possesses extensive expertise in each field of social infrastructure cultivated during more than 140
years and a high level of cyber security proficiency acquired through the operation of information systems
supporting roughly 120,000 employees. As an enterprise promoting digitization, we consider that it is our
responsibility to make the utmost use of our strengths to provide secure infrastructure and help create a securely
connected data-driven society, thereby contributing to the realization of a circular, carbon-neutral economy.

Toshiba’s Cyber Security Visions

Digitization strategies for the realization of a carbon-neutral circular economy

For many decades, Toshiba Group has been engaged in major national infrastructure projects, including those related to
electric power, railways, water supply, and sewage treatment. Toshiba Group has formulated three strategies for digital
evolution (DE), digital transformation (DX), and quantum transformation (QX) to adapt to profound changes that will
occur as digitization accelerates toward the realization of a circular, carbon-neutral economy. DE, the first step of
digitization, focuses on the decoupling of the hardware and software of infrastructure to make it possible to network
diverse infrastructure systems and add various software applications to create new services. The next stage is DX, which
requires the standardization of software layers so that all software can communicate with any hardware and software
applications from third parties, thereby facilitating the development of platforms. Toshiba Group aims to develop a data
business in order to create new services using personal and industrial data derived from platforms. As we aim to become
an enterprise capable of contributing to the realization of a circular, carbon-neutral economy, the final stage beyond DX is
to lead the way to QX, or quantum-inspired approaches to interconnecting platforms across industries to find the
optimum solution for complex problems in the carbon neutrality assumption, etc.

Source: FY2022 Toshiba Group Management Policy
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Toshiba Group’s cyber security visions

With the recent progress of digitization in many areas of industry and society, the targets of cyberattacks are expanding to
include control systems and devices for social infrastructure, exposing them to the increasing risk of cyber-induced
physical contingencies such as cyber hijacking and forced shutdown. Under these circumstances, the mission of Toshiba
Group is to provide greater support than ever before for its customers’ business and society and help realize a safe and
secure sustainable society. To fulfill this mission, it is essential to accurately assess the convenience of digital technologies
and the risk of cyber threats and accordingly shift the focus from conventional protection-oriented security measures to
sustainable security solutions encompassing both information and control systems.

To keep up with the evolution of digitization, Toshiba Group is endeavoring to step up cyber security not only for internal
information systems and production systems at its factories and other facilities but also for its products, systems, and
services offered to customers. Its initiatives are aimed not only to enhance security via security by design™ at the design
and development stages but also to predict and be prepared for security risks at the operational stage by constantly
monitoring internal and external security threats. Toshiba Group quickly responds to security incidents to minimize
damage and expedite business recovery in the event of an incident. We also emphasize “security lifetime protection,” a
concept stressing the importance of sustainable security that incorporates the evaluation and verification of
up-to-the-minute security threats and their countermeasures as well as feedback to the design and development
processes of products and services.

*Security-by-design: A product development approach that focuses on security at the planning and design stages

Y Response & Recovery

SIRT
(Security Incident

Recovery Response Team)

/ Cyber-
\PhysicaID
System

Prediction & Detection o
Prediction
&

SO
(Security Operation Center)

Security by design

Design methodologies
Countermeasure solutions

Evaluation & Verification

Assessment
Attack and penetration simulation

Security Lifetime Protection

To realize this, Toshiba Group defines cyber security management as a series of organically connected processes from six
perspectives: 1) Governance, 2) Design & Protection, 3) Prediction & Detection, 4) Response & Recovery, 5) Evaluation &
Verification, and 6) Personnel. Toshiba Group has set its goals as “Toshiba Cyber Security Visions” from these
perspectives. To attain these goals, we endeavor to enhance our cyber security initiatives so as to remain a trusted
partner for our customers through the provision of our products and services.

Continuously increasing the maturity level of ( )
Governance .
cyber security management through PDCA cycles
Proper implementation of product and system EEG
development processes to prevent vulnerabilities m
Prediction Real-time detection of internal and external security ((( )))
Deteat‘:tion threats that could affect Toshiba Group or its products T
[
Res%?nse Prompt minimization of damage and swift business (.
Recovery recovery in the event of security incidents T,
Evaltg\tion Evaluating and verifying products and systems so as ® o
Verification to be prepared to respond to new vulnerabilities %
Training and enhancement of necessary 090,
L security personnel 'l.“

Goals of Toshiba Group
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Chapter l

Strategies for Enhancing Cyber Security
Preparedness

Toshiba Group has adopted a high-level security philosophy called “cyber resilience” in order to achieve comprehensive
solutions for information, product, control, and data security. The word “resilience” means the ability to withstand or
recover quickly from difficult conditions. The purpose of cyber resilience is to be prepared for cyberattacks and other
security incidents so as to minimize their impact and facilitate prompt recovery from any incidents.

Toshiba Group has defined parameters that must be met to increase cyber resilience and thereby minimize the impact of
security incidents on infrastructure systems. There are three parameters represented by PMR: P for “prepare,” M for
“mitigate,” and R for “respond & recover.” P denotes preparations for cyber security incidents; M signifies mitigation of a
loss caused by an incident; and R indicates the time required to deal with and recover from an incident. To become
cyber-resilient, it is necessary to promote P and M and reduce R.

Identify Protect Detect Respond Recover
A
Before an incident During the incident After the incident
(%] e,
7 Prepare Mitigate Respond & Recover
2
3‘ * -, eor ar a» a» a» ’
5 N\
6 | >
4 * * Time
Preparation Damage minimization Prompt recovery

«Secure development and proper vulnerability

*Using real-time threat intelligence and
handling to improve system health

information about assets to detect malware
promptly

*Using threat intelligence and log information
to facilitate forensic investigations

*Threat hunting to remove potential risks *Automating the SIRT process to check for

*Using log information for initial action to oversights and achieve prompt recovery

*Periodic training to prepare for incidents minimize damage

Cyber resilience

Toshiba Group is strengthening its cyber security preparedness with the aim of achieving cyber resilience. Here, “cyber
security preparedness” means a state fully prepared for extensive security risks. Specifically, it encompasses three
elements: 1) governance to clarify decision-making processes and a chain of command in order to promote P and M, 2)
security operations, including prediction & detection, response & recovery, and protection, in order to promote M and
reduce R, and 3) personnel responsible for the implementation and enhancement of these operations. These three
elements should be enhanced and regularly maintained so that they are implemented in an orchestrated manner.

With the evolution of CPS systems, not only information systems but also development environments, production
apparatus, and operation systems for social infrastructure and industrial systems as well as some of their control systems
will migrate to the cloud. Physical systems will be controlled from cloud platforms in cyberspace. Then, the conventional
software-defined perimeter (SDP) security model will become inappropriate and unreliable since it is designed on the
assumption that all devices within a notional "corporate perimeter" can be trusted. Therefore, a zero-trust architecture, a
security model that always verifies individual resources (e.g., people and devices) without respect to location is becoming
essential. Under zero trust, each of the devices connected to a network is authenticated and monitored in real time.
Therefore, a zero-trust policy requires an automated and sophisticated security operation. In response to these
circumstances, Toshiba Group is taking proactive action to support the evolution of CPS systems through the “Energy x
Digital” and “Infrastructure x Digital” strategies.

In order to facilitate the implementation of enhanced security measures, Toshiba Group is strengthening its
organizational structure. First, to reinforce security governance, Toshiba Group set up the post of the Chief Information
Security Officer (CISO) in November 2017, to whom the authority over information security was delegated from the Chief
Executive Officer (CEO). CISO assumes full responsibility for the management of cyber security risks and facilitates
decision-making for grave security incidents that could affect business management. A chain of command was defined
so that CISO can promptly provide precise directions for group companies.
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At the same time, Toshiba Group established the Cyber Security Center, which consolidates the CSIRT** responsible for
addressing security risks concerning information assets and personal data stored in in-house information systems and
the PSIRT*? responsible for managing security risks concerning products, systems, and services provided by Toshiba
Group. The CSIRT and PSIRT cooperate to ensure that all systems at Toshiba’s factories and other facilities are properly
secured. The Cyber Security Center strives to enhance the cyber security governance of Toshiba Group, incorporating
security rules into in-house regulations, establishing security management systems at group companies, addressing
cyber security vulnerabilities at the product development and post-shipment stages, and standardizing the risk
evaluation policy. In addition, the Cyber Security Center provides a single channel of contact for security-related
organizations in Japan and abroad while group companies have a point of contact for liaison with the Cyber Security
Center, promoting the sharing of internal and external information.

To strengthen security operations such as prediction & detection, response & recovery, and protection, the Cyber Security
Center is currently developing a security management platform called the Cyber Defense Management Platform (CDMP)*2,
The purpose of CDMP is to increase the accuracy and expediency of security risk detection and response and thereby
enhance cyber resilience. The CDMP is designed to automate the “prediction and detection” and “response and
recovery” processes and actively use threat intelligence™* in order to minimize the impact of security risks on corporate
activities.

In April 2019, Toshiba Group established the Cyber Security Technology Center at the Corporate Research & Development
Center, where in-house security experts are gathered to enhance security technologies. The roles of the Cyber Security
Technology Center encompass R&D, technical support, and implementation assistance regarding cyber security
technology.

In order to develop security personnel across Toshiba Group, Toshiba Group provides education on information security,
personal data protection, and product security for all employees with the aim of enhancing security consciousness. In
addition, Toshiba Group endeavors to improve security quality at the product development stage while offering
education and qualification programs designed to develop security personnel responsible for dealing with security
incidents.

Coordination with external organizations:
Information gathering, dispatch, and reporting

Governance

Establishment of a team and
promotion of security measures

Prediction & Detection | Y Response & Recovery

Security
operations

r Cyber- \

Physical

Security by design Evaluation & Verification

Personnel Human resource development, training

Cyber security management framework

The following sections describe the specific measures that we are currently implementing in relation to governance,
security operations, and human resource development.

*1 Computer Security Incident Response Team

>*2 Product Security Incident Response Team

*3 CDMP: Cyber Defense Management Platform

*4 Threatintelligence: A collection of information about cyber threat trends and cyberattacks by hackers that supports decision-making concerning
cyber security
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Chapter l

Governance

Toshiba Group has established the Basic Regulation for Cyber Security that stand above the regulations on information
security, product security, and personal data protection. The purpose of the Basic Regulation for Cyber Security is to
ensure the promotion of consistent security measures across Toshiba Group for its internal information systems; our
products, systems, and services; and the personal data possessed by the Group.

Basic policy

Toshiba Group properly manages cyber security risk that could have a severe impact on corporate management and has
a management system in place that is designed to cope with various types of cyberattacks. In addition, Toshiba Group
endeavors to maintain social trust and establish supply chains that enable stable supply of high-quality products,
systems, and services by cultivating a corporate culture that prioritizes safety and security and by protecting information
about customers, suppliers, and individuals.

‘ Standards of Conduct for Toshiba Group ‘

lres.
Genera lations Basic Regulation for Cyber Security

reSpr'f'C Information Product Personal data

gulations . ’ .
security security protection

Ghﬂﬁjnelfiar:i:s Information Product Security Personal Data
Security Guidelines Guidelines Protection Guidelines

Toshiba Group’s regulations related to cyber security

Basic policy on information security management

Toshiba Group regards all information, such as personal data, customer information, management information, technical
and production information handled during the course of business activities, as its important assets and adopts a policy to
manage all corporate information as confidential information and to ensure that the information is not inappropriately
disclosed, leaked or used. In view of this, Toshiba has a fundamental policy "to manage and protect such information assets
properly, with top priority on compliance." The policy is stipulated in the chapter "Corporate Information and Company

Assets" of the Standards of Conduct for Toshiba Group, and managerial and employee awareness on the same is encouraged.

Basic policy on product safety and product security

In keeping with the Standards of Conduct for Toshiba Group on Product Safety and Product Security, Toshiba Group endeavors
to comply with relevant laws and regulations, to ensure product safety and product security, and also to proactively disclose
reliable safety information to our customers. Furthermore, we continually research safety-related standards and technical
standards (UL Standards*?, CE Marking*? etc.) required by the countries and regions where we distribute products, and display
the safety compliance of our products in accordance with the relevant standards and specifications.

*1 UL standards: Safety standards established by UL LLC (Underwriters Laboratories Inc.) that develops standards for materials, products,
and equipment and provides product testing and certification

*2 CE marking: A certification mark that indicates conformity with the safety standards of the European Union (EU). The CE marking is required for
products sold within the European Economic Area (EEA).

Privacy policy

Toshiba Group protects personal data obtained from its stakeholders in the course of business activities appropriately in
accordance with the Personal Information Protection Act, the related laws and regulations, national guidelines, and other
rules, recognizing that personal data is an important asset of each stakeholder and also an important asset for Toshiba,
leading to creation of new value. In addition, Toshiba Group endeavors to implement, maintain, and continually improve
its personal data protection management system as per in-house regulations.

Toshiba’s privacy policy: https://www.global.toshiba/ww/privacy/corporate.html
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Management system

To promote cyber security measures, Toshiba Group has established a cyber security management system under the
direction of the CISO. The TOSHIBA-SIRT* assists the CISO in reviewing the following matters to be discussed by the
Cyber Security Committee: the basic policy, project team, and action plans for the cyber security management of the
entire Toshiba Group and how to respond to cyber security incidents that could develop into a major crisis. The
TOSHIBA-SIRT, which has the functions of both CSIRT and PSIRT, supervises the cyber security measures of the entire
Toshiba Group and provides support for all group companies in Japan and abroad.

Each key group company overseeing other subsidiaries also
has a CISO, who is responsible for the implementation of
security measures consistent with those of Toshiba Group . . . .

and the establishment of a cyber security management ‘ hiclinfehivotioNtEe ROl SIS0) ‘
system for the company. The CISO of each key group Secretariat:
company assumes the responsibility for its own cyber Cyber Security Center
security and that of the domestic and overseas subsidiaries
operating under its umbrella. The CSIRT of each company is
responsible for implementing information security
measures and responding to information security incidents
whereas the PSIRT is responsible for implementing product
security measures and responding to product head °flin'h°”5e company, staff division
vulnerabilities. The Cyber Security Committee*? discusses CSIRT and PSIRT of
matters necessary for the implementation of cyber security key group company Committee
measures at key group companies and how to respond to I

cyber security incidents that could develop into a crisis.

Cyber Security

Committee

Key group companies, in-house companies,
staff functions, and branch offices

Management Executive :
Key group company CISO/

Toshiba Group companies in Japan and abroad

*1 SIRT: Security Incident Response Team
*2:1n some cases, other committees perform the same functions.

Management Executive :
Toshiba Group company CISO/President

| CSIRT/PSIRT |

Information Security
Committee

Cyber Security Management Structure

Toshiba Group CISO meetings

Toshiba Group holds quarterly Toshiba Group CISO meetings where the CISOs of key group companies formulate and
review its cyber security policies and measures. Toshiba Group operates in a wide range of industrial sectors, including
energy, social infrastructure, electronic devices, and digital
solutions, which require different cyber security

. Energy
frame.works. Therefore, at th.e TOSthE.l Group (?I§O Digital systems
meeting, we discuss cyber security strategies and policies solutions l 'i‘.

solutions

common to the entire Toshiba Group while the CISOs of
key group companies share the initiatives and issues of

each group company so as to help resolve their respective Electronic Enhanced
. group pany p p devices cooperation Infrsassi:::;t:re
issues. & 0 o s

storage

solutions solutions

In order to combat increasingly sophisticated cyberattacks,
key group companies are enhancing cooperation to
strengthen the overall cyber security capabilities of

. Retailing
Toshiba Group. &

Building

printing solutions
solutions
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Self-assessment of cyber security management maturity

In order to enhance the cyber security management level, Toshiba Group sets maturity goals and performs
self-assessment designed to elevate the level of goal management. Maturity assessment is intended to visualize the gaps
between current conditions and goals so that each group company can implement countermeasures to steadily improve
its cyber security management maturity.
We assess both the information security level of the CSIRT

@FY2022 targets
and the product security level of the PSIRT. The basis of this  mry2021
assessment includes the SIM3*! maturity model thatis = AFY2020
widely used worldwide, the Cybersecurity Management Eductional
Guidelines of the Ministry of Economy, Trade and Industry program
(METI) of Japan, and the Cybersecurity Framework of the
U.S. National Institute of Standards and Technology (NIST*

1.
Governance

2.
External
collaboration

2). Maturity levels are graded on the scale of 1-5 in respect to L .,!A:" o

1) governance, 2) external collaboration, 3) secure mc%ent | \ SG%WQ
development and evaluation, 4) risk management, 5) SOC, response Jevelopment
6) incident response, and 7) educational program. -

Since 2020, we have expanded the Self-Assessment of 5./ 5 .

Cybersecurity Management Maturity to include overseas soc Risk

K . . management
group companies to enhance their cyber security

management levels. Results of cyber security management

maturity self-assessment
*1 SIM3: Security Incident Management Maturity Model
*2 NIST: National Institute of Standards and Technology

Activities for raising cyber security awareness

Endorsing Cybersecurity Month observed by the National Center of Incident Readiness and Strategy for Cybersecurity
(NISC) of Japan, Toshiba Group observes February as Cybersecurity Month. The CISO of Toshiba Group delivers a
message for Cybersecurity Month, focusing on cyber security trends of the year, including considerations for information
security and the security measures for the products that Toshiba Group ships. In addition, in order to raise the security
awareness of employees, we create a campaign poster to be displayed on the in-house web portal.

To ensure cyber security, it is crucial to keep track of the latest trends and share information among all parties concerned.
Therefore, we have formed a community to disseminate and share information, including domestic and international
news on cyber security, vendor reports, news releases from industry associati