q:% % 1 SPECIAL REPORTS 1

CPSOtEF+a1UTsr—&tERTS
tF*¥217MCUTZY KT A—LEii

Secure MCU Platform Techniques to Ensure Security of Cyber-Physical Systems
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With the rapid expansion of Internet of Things (loT) devices as an important component for the construction of cyber-physical systems (CPS) in
recent years, demand has been growing for a microcontroller unit (MCU) for loT devices with both a secure communication function for connecting
to the network and a firmware update function to enhance integrity and availability.

Toshiba Electronic Devices & Storage Corporation has been implementing measures to rectify this situation through the development and intro-
duction of the following techniques: (1) introduction of a software platform technique using the Arm® Mbed™ OS, which is an open-source embed-
ded operating system (0S), to its MCUs with an Arm® Cortex®-M processor in order to achieve secure connection to the network and reduction of
the burden on developers, and (2) development of a secure firmware rotation technique using redundant flash memories for firmware update that
can protect loT devices against cyberattacks in order to achieve a balance between integrity and availability. We have confirmed the effectiveness
of the secure firmware rotation technique through experiments on functional prototype hardware and software using a field-programmable gate
array (FPGA).
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Configuration of software platform applying Mbed™ OS

26

EREBTLECIRIACHBRICONIETELTX 773U —
KOTXZ7 73V —%, MCUBLFLLLTSA4 7y 7L
TED, ZZicMbed™ OS%EHTE2, ZOHT, *
¥ a7 RIoTHBMATSy b 74 —LICELZBDELT,
Cortex"-M4 £ & D TMPM46BF10FG 232515 51 5 (K2) ,
TMPM46BF10FG 23t ¥ 274 — 2y P rasfE#ish
Wa7z®, Mbed™ TLSIZ K BIEE(LEFD AN —T v M
M EXEBIENTES,

3. EFa7FWO—T7—avEiiOBE

3.1 loT#BRICHITEEFa1 T —DER ISR
2B TRARZLEEBD, Mbed™ OS % £ MCU 1238 FH 4
L, Fv b7 —2%F 254 —HERER A 7 loTHE2e s

a) TMPM46BF10FG

8 MHz 32 kHz

PLL/CG
1-0sC (L &AL | SIO/UART
FINw s Full UART

LVD DMAC SSP

RTC 77YVaAXEY—-  EFaFq—
vy

WDT  55yvaxey-—

MPT avka—5— 16Evky1v—

GPIO SRAM 12EvhADC

b) 7OvoH

PLL/CG:fBRAIIL—T /0Oy oI RL—5—
1-OSC: AR FIRE12E

LVD: BER LB

RTC:UZILZ1LoOYY

WDT: UAYF Ry I —

MPT: £BIY1~—

GPIO:General Purpose Input/Output
DMAC: #4 LY MXEY—TU A0V O—F5—
SRAM: Static RAM

12C:Inter-Integrated Circuit
SIO/UART : Serial Input Output/Universal Asynchronous Receiver Transmitter
SSP:Synchronous Serial Port
ADC:7F OV T Y%L EHugs

2. Cortex®-M4 & MCU TMPM46BF10FG D7 0wV [X

TMPM46BF10FGIid, AL, SEAH, 79vvaxe)—,
X2 VFA—TrPUiE, X a7 kloTHS%2FEHT 5700/
HEDFE SN TV,

Block diagram of TMPM46BF10FG MCU with Cortex®-M4
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Outline of secure firmware rotation technique
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Block diagram of prototype MCU incorporating secure firmware
rotation technique
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