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Control System Testbed to Improve Accuracy and Efficiency of Security Verification Using Virtualization Technology
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As digital transformation progresses, control systems are being increasingly connected to external networks for remote maintenance, requiring
enhancement of security against cyberattacks. A test environment called a testbed is generally used to verify the validity of security measures before
they are incorporated into a control system. However, conventional testbeds cannot fully simulate the configuration and behavior of a control system
for cost and other reasons.

To address this problem, Toshiba Corporation has developed a testbed capable of replicating a control system in a virtual space, drawing on its
virtualization technology. This testbed can record the internal state of a system at any point of time, making it possible to bring a system back to its
state prior to a simulation and thereby iterate simulations. We have used this testbed to simulate a control system and confirmed its effectiveness in

incorporating security measures into control systems.
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Functions incorporated in supervisory control and data acquisition
(SCADA) server, Open Platform Communications (OPC) server, and
programmable logic controller (PLC)
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Human-machine interface (HMI) screen for power system monitoring
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