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Efforts of Toshiba Group to Improve Security in Software Development Processes
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Many systems now work in synchronicity with other systems and with the cloud. To ensure the security of software for these systems, a design
methodology that makes it difficult to introduce vulnerabilities into software and resources for removing them at an early stage are necessary.

The Toshiba Group is endeavoring to improve software security through the application of six measures: (1) establishment of secure coding stan-
dards, (2) development and provision of education courses on secure coding, (3) selection and use of tools for validating compliance with secure
coding rules, (4) adoption of tools for evaluating the vulnerabilities of open-source software, (5) selection and use of tools for emulating attacks using
false input data, and (6) development of tools for improving the efficiency of various tools.
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Six measures to improve software security
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