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Cybersecurity Technologies Ensuring Safe, Secure, and Long-Term Operation

of Control Systems for Infrastructure
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In line with the ongoing progress of information networking, control systems for critical infrastructure are facing various types of security threats.
In particular, demand has arisen for the protection of such systems against increasing cyberattacks. To realize stable long-term operation, it is necessary
to continuously apply the latest countermeasures against cyberattacks after the commencement of commercial operation, as well as to implement
security countermeasures in the product design and development phases.

The Toshiba Group has been promoting research and development of the following cybersecurity technologies for control systems in opera-
tion: (1) a whitelisting execution control technology called WhiteEgret™ that can protect the systems against unknown malwares by checking a list
of allowed applications registered in advance, and (2) a group key management technology that can efficiently and securely provide and update a

group key to localize the area targeted in a cyberattack.
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Observe-orient-decide-act (OODA) loop for secure operation of
control system
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Malware detection mechanisms in case of blacklisting and whitelist-
ing software

(B, (©), (Fl#EAL W,

WEZ7 V=713, Linux"#E8ROHIE 27 L0325
ERMEL, Linux® ECEIET 2074 MU A MUSEFTH4E
Heffi WhiteEgret ™%B8%& L T2 5%, WhiteEgret ™%, ]
He 27 LOFEUIC G DE T, LTOHEEZIT> T2,

(1) Linux"fEHEREREZZ U2 MA  Intel"# o CPUZ

FTHL, MRALBT X775y —CToORHE/HEL
LSM (Linux Security Modules ) 2| (Z44:(D))
@) Zlotkmexr 12—V —RETER  H— 1M
ANDFEFETIE, BHERICYATLOHEHZ2HE TS
EDB, R4 MR MERZRE QN E 2 — 5 — 2]

% (4 (E)

WhiteEgret ™23 A Sh 7= B ER OB A 2 — V%,
B3z~ d, WhiteEgret™ i3, a2 5.0 824E, 7
urg LOREERT 200y > 2 EEFAT 2, O
mlE R, EITOREHATS WhiteEgret™ for Kernel,
W 7075 L, ROEFNCHE LA A R 2 (FfE%
HAT270TTLDNSRAGE Ny Y 2 EO—E ) TRERE
Nb, EfT77ANVOREER DS, H—FVEHDY AT
La—) VLR EMEO 9, WhiteEgret™ for Kernel 23%
DIIEE Ty 7L, K7 075 MERER 2T,
a5 L3, HRERIN T RIS L0y 2 fiEE
L, R7APIRMIENS NIy v afie—3 T 50 %
WERL, HEZRME 285079 %, WhiteEgret™ for Kernel 13,
WSS RICESWT, 7 0r I L0 E2RET

%, BARIITIE, R4, Ny Yol UG
EEIZFFAIL, ZhSOGEIFES 2 LT 5,

fillfs 27 LOFMA) 27z L T 202 HERT 570
Intel® # CPU Jx ' ARM" #LCPU ¢ fii 5 7' v "5 4% 10[H]

AVTIDRD - REBR\BEMREXZBHEY AT LtF 1Y T —£iif

4551 SPECIAL REPORTS 1

a—H—%e[
— 170551 RIARNIRB
FT77 10 D 2R (U82%, Ny afB)
R ENIPAN /bin/ls, D19497A4---
[CFET DD
DR, /lib/xx.s0, 3161AF8A:-
ETT7L RIARURN ]
DIER DHETIER /
J \
|
797
D7
O—)LALEE : Fesbetay)
O ® WhiteEgret™ for Kernel
BT EEARA H—xILZERE

3. WhiteEgret ™hREEET N FHIEIMEER DENIEA A —
WhiteEgret™ for Kernel 28LEE% 7y 7L, 7025 L3R 74 U2
FANEERTHIET, FETTur I LEHORAREZRET 5,

Outline of implementation of WhiteEgret™
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Control system operating in conjunction with multiple devices ap-
plying group key management
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