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Industrial loT Security Architecture
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Digital transformation is expanding in a wide range of fields in both industry and society via the Internet of Things (loT). While the myriads of inter-
connected loT devices are creating new business models, they are also exposed to an increased risk of cyberattacks.

To address this problem, Toshiba Digital Solutions Corporation has developed the concept of lifetime security protection, which emphasizes the
protection of key products and systems of important infrastructure and industrial control systems throughout their life cycles, and a security refer-

ence architecture, which is designed to build robust security into loT systems at their design stage in a flexible manner according to the breadth and

depth of their utilization. We are now creating loT systems using this architecture, taking the cost-security balance into consideration.
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CSIRT :Computer Security Incident Response Team
PSIRT :Product Security Incident Response Team
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Lifetime security protection
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Security reference architecture
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Two-axis multilayered defense
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IPS:Intrusion Prevention System
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IDS:Intrusion Detection System
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Security measures for each level of product and system axes
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Security measures for threats against middleware, operating system
(0S), and firmware layers
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Security measures against hardware and system-wide threats
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Security model based on evolution of loT system axis (breadth)
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