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Security Solution for loT Systems to Realize Secure Network Applying Smart Card Technologies
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The expansion of Internet of Things (IoT) systems in recent years has led to an increase in security risks from cyberattacks on
monitoring and control systems for critical infrastructure systems and their components. Following reports in other countries of
events believed to be due to cyberattacks including a large-scale blackout, various countermeasures against this growing threat
have been introduced to improve cybersecurity in Japan.

As part of its efforts in this field, Toshiba Infrastructure Systems & Solutions Corporation has developed and released an loT se-
curity solution based on security technologies acquired through the development of smart cards. This solution achieves secure
communication by externally connecting newly developed security proxy devices, which incorporate a chip with high tamper-re-
sistance performance developed for smart cards, to each component in the network. It is expected to contribute to the strength-

ening of cybersecurity and optimal operation of critical infrastructure systems as well as industrial 10T systems.
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Published number of security vulnerabilities of industrial control
systems by year
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Results of questionnaire (1) regarding industrial control systems re-
ported by Information-technology Promotion Agency, Japan (IPA)
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Results of questionnaire (2) regarding industrial control systems
reported by IPA
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Newly developed security proxy device
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Secure network realized by security proxy devices
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Example of host management system using security proxy devices
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Overview of loT security solution
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