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Security Technologies for Industrial lIoT Systems
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Industrial Internet of Things (lloT) systems have recently been attracting attention, particularly in the manufacturing industry. However, since loT
equipment and control systems are connected to information systems in such lloT systems, the risk of cyberattacks increases.

To enhance the security of lloT systems, Toshiba Digital Solutions Corporation has developed support technologies for the acquisition of security
certifications to secure the equipment and control systems constituting lloT systems. We have also developed SecuScope, a tool that facilitates the
efficient analysis of security threats by taking the characteristics of the target equipment and control systems into consideration based on interna-
tional security standards. These technologies make it possible to reduce the work required for the acquisition of security certifications for such
equipment and control systems and to ensure security for lloT systems.
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Examples of cyberattacks
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DDoS : Distributed Denial of Service Attack
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Cooperation of control and information systems
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Analysis of security threats using SecuScope
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