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Application of Random Telegraph Noise to Individual Authentication Technology Using Physical
Unclonable Function (PUF)
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With the acceleration of downscaling technologies for transistors in recent years, random telegraph noise (RTN) has been attracting considerable
attention due to its large impacts on transistor operating current fluctuations. The effects of RTN on the reliability of complementary metal-oxide semi-
conductor (CMOS) image sensors, flash memories, and three-dimensional transistors are a matter of concern.

Toshiba has been conducting studies on random variations in the time constants of traps that cause RTN and the dominant physical mechanisms of
these variations through experiments, and confirmed that the time constants of RTN traps in individual chips are quite stable under electrical stressing.
Focusing on highly stable and highly random characteristics of the time constants of RTN traps, we have applied RTN to a physical unclonable function
(PUF) technology, one of the important security technologies for individual authentication. From the results of experiments using a newly developed
algorithm, we have confirmed that the information of RTN traps can be successfully detected and that this RTN-based PUF technology can not only convert
RTN into a chip ID in a sort time, but also achieve ID reading cycles of more than one million times by measuring the hamming distance (HD) as an index
of stability.
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Concept of PUF using trap distribution in dielectrics
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Observed channel current fluctuations caused by RTN traps
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Stress-free properties of time constants of RTN traps
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