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Vehicle Security System to Enhance Driver Safety
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The development of increasingly sophisticated functional safety features for in-vehicle systems is progressing, aimed at realizing autonomous car
systems and reducing the risk of hazards caused by malfunctional operations. However, the expansion of sophisticated in-vehicle systems in recent
years has been accompanied by a higher risk of such systems being hijacked by cyberattacks targeting vulnerabilities in their functional safety fea-
tures. To construct a vehicle security system that provides safety to both developers and drivers, protection from malicious hackers is necessary

through supervision at the appropriate boundary and implementation of a secure functional area.
In response to this situation, Toshiba is developing a high-speed signature authentication technology to secure in-vehicle vehicle-to-X (V2X) systems
at the boundary between the areas inside and outside the vehicle network and a security architecture to combine the required security components

by appropriately dividing in-vehicle functional boundaries.
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