_ anoza
g 3w X FEATURE ARTICLES

771N — iR ETHER(LILN

Data Anonymization Technique to Protect Privacy
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With the ongoing introduction of business models that enhance the added value of products and services and create new value through the use
of personal data, anonymization is expected to be a vital technology protecting personal privacy. Among data anonymization techniques, k-anony-
mization is the most promising because a record in a k-anonymized dataset is guaranteed not to be linked to an individual with a confidence level of
more than 1/k. However, the knowledge obtained from a k-anonymized dataset is less precise than that in the original dataset due to information loss
that occurs during the k-anonymization process.

Toshiba has now developed a k-anonymization algorithm that reduces the amount of information loss by about 30 % compared with existing tech-
nigues. This technique achieves effective utilization of personal data with higher accuracy while protecting personal privacy.
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Example of use of anonymized data
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Typical data anonymization techniques
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Mondrian (dataset, k)

ANT—%& dataset: k-BRALDV/EDOT—2tvh
k: k-EBERAL DB IAHFTEEA IR D TR

HHT—4 HElcheT—&tvh

1. ZhLEREITERITNIL dataset &iRY

2. F5THRIFNIUATERST
2-1. dim ~ B¥Z—D&RT S
2-2. splitVal — &M dim DEDFRIEERKDZ
2-3. |hs « dataset D5, B dim DIED splitVal KiEDEHED
2-4. rhs < dataset D5, B dim DED splitVal A EDEHD
2-5. Mondrian (lhs, k) U Mondrian (rhs, k) &

2. Mondrian7ZIdUXL — BIRLEHECTT -5 %2583 5
LB 2 PR IICAT 9 o
Mondrian algorithm

DIRENTVE720, L O THHEINTWw5, Mondri-
anDT VI A LR 212777,

4 RZDK-ELHEFITVZXLA

WHiE, Mondrianz N—AIZLT, [HHMERIILY D%
(BB EHTTVINVALEZL R LY, WROKRAL VMG,
T =5 DHEF Y — BRI TH 5,

MondrianiZ, #IRL-EHEICHLTEORRfETT—% %
2ETHIET, La—FEZV—FLLT WL (2D MLH
2-3%22-4), ZORE, BRI TORWEMED L a—
RS2 EENTLED. F32T, FHHTETOBMEIIH LT
La—F%ZV—bFLT, AWISGEWEZ 27— %21 I2hd
B352LT, BWEZFEOLI—FBH LI V=7 I2EH TN
5 L5127,

B, M20H2-1T, BY 5 BMEDON)T—2 3D
BHhLhvElERAZ LIz, 20X BN, 24D
La—FARCEZFFoTWLZ ER s S, Lzd o
T, ZORMEICH LT 20835, MUMEEFR-/2L
I—RARF LN =T 150 SN REED E Ve 22 DIZhE
LERUEZFF>TWALI—FE2IV—FLTENRIE, D
B LT, EHlEOHEEII VI EICR 5,

5 E

VHFHEOEREZ M T 572012, DLTO 3D HEER
#47\», Mondrian & L 720

(1) fBRL7-1EHhEOHEK

(2) Mz T — 5 kRO

(3) #MEZG T — & HriE RO

FEEIMHEH L7277 —%1%, UCI (H) T HV=T REFET =N
4 »#%) Machine Learning Repository ® Adult Data Set T
HB% ZOT—5IL, k-EXALOFHlOBIIGFE FoEEE

50

ELTHWHN, La—F#1332,561, mEEIZ15TH 5,
51 BEULBREOLLR
TEHEDOELZMAIBEL LT, Loss Metric (LM) %f#

ALY k%2, 4,8, 16, KLU32L L2 A 0k ERAL

T —=ZIZDWTC, Mondrian & %1t FED LM 2R AR,
WENDETYH, UTEDITHAS LMAHS30 % FHIENE

, HHMEOBEEZIVIA L -EXLZEBTE S, JIO

RE%2T5E, FUEREOHETD, BHFLEOITZIVEE

FOVRESTELLEDE RS, HIZIE, MondrianTE=16& L

7yitl, UHTFETE=32 LA LMIZIZIZF L TH

bHo OFD, WERTIILM=018FEDOY AT RIZ16 23R E

THol2hs, UHTEEHVLIET, XYELEDOREVE=32

FRINTLZENTEL,

5.2 BT — X3 MREROLLE
Hdlize 7— & LT, SEMEMED BRI i KD 72

(B3)o UttFETIERLERILT =5 DG DIT) DS,

TEDT =Y DA, AL, BHTREoYAEE

387,298 7 DIZxf L, Mondrian D4 %%1,946,934 TH 1, Y4

HFLEOHEMEAITR SN2,

5.3 HBR¥LT—XPRIEROLEER
BT — 2 e LT, SEPUBTEDAE ($50,000 8 2°LL T
PO 2MH) O 14 JEEAEAD S HEW T2 TR E T o720 HEW

x4, LMOL®
Comparison of loss metric (LM) values
LM
k gy
HEDFiE Mondrian
0.021 0.027 0.78
0.046 0.062 0.74
8 0.079 0.110 0.72
16 0.122 0.176 0.69
32 0.181 0.262 0.69

*RZDFKICKD LM% Mondrian 2 &2 LM TEI>7=1E

. Mondrian TE%1t

/%‘i@%iﬁ'ﬂg%ﬂ:

0
17222732 3742 4752 576267 7277 82 87
Fiip (/)

3. FHOERAH — UHTLETEAILL T =5 D5 HDITH A3,
JLD T —F DHANZIEN
Frequency distribution of ages

RZ L E21—Vol70 No.12 (2015)



DO L7273 X 2%, Random Forest T& 4.

HEHNL, SR 72— X LW T == AP S B BTz —
JAXLC, Adult Data Set® 32561 1F-D7—% % w7z, il
7z —ATlE, Adult Data Set!Z& N HHERHD 16,281 D
T— &\,

HEMZH W 27— 7121, EBEOERREMED RSN
THEY, HHEEDBEZAEDLENTE L, kD32, 4, 8, KO
16DE Iz, HERMEDSEBEDOMHE —F L IEMREZRL72D
BEATH 5B, TTDT—F 2 flio723 G DOHER DT 51X
0.823TdH o720 BEHALLT=T— 7 2o 0 oIE
REIIZNINH DD 0D, MHFH:E Mondrian D% <D
Ef#Z BT T,

—7J5, k=8 DA DROC (Receiver Operation Character-
istic) i Z B S IR, BFTFHEDIITHS, LOT—FD
ROCHHHRIZ X DL, TTOT—FDOMWEZLVERLTwb, £
72, o ETH B OIS,

091
- 0.823
0810820 (gis
0.7 | 0816 0796 0.809 0.79
- 0.735
o6 J64s HEOFEHCEA
fg 05| Mondrian TE£&{t
B 04l —_— TDT—4
03|
02
01
0
2 4 8 16
k
H4. #ADEMRE — Ut FECEALLT— 2V G601k
TEFDIZIN, JTLOT —F TOIEMHRHFITIT V.
Accuracy rates of estimation

10—
7_1:0)71—&
08 -
) > wE0FETEAL
ﬁ 0.6
o ™ Mondrian CE£1t
i 04 k=8DFE
02
= | | | | |
0 0.2 0.4 0.6 0.8 1.0
{hiEMER
ERMR  TOTF—RDOFEI$50,000BOLI—RDS5, $50,000BEHERIL
La—RDEE
BREMR | TOTF—2OEIL$50,000 LIFOLI—RD55, $50,000 BEHERIL 7=
La-koma

5. ROCH#RE — Ut FiLTERAILL T -5 2 WG DI3H 75
JLDT—F DROC HFRITHT
Receiver operating characteristic (ROC) curves

TIANT—ERET HERLIEM

6 HEHE

TIANY =% RHE L ST =7 2 FNEH T 572012, B
ZALEA A DN T WA, YU AN TSR E D CRE AT
BB AShIzZEbH Y, ShbEALEM P EDN S
WA R 5 Z e TREEIN S,

EAALEAM O T, k-FEALIIEBOBEEZ MAG b T
BEADFEEZHLSTEZBMTH S, LaL, k-EAAL
LD ILOT =5 DEHENRDbNDL LT, T—5DHHE
PETTEECIMENR D o720 TNEMEIT B 72001254
ABAFE L7z k-TE AL T2, SERBA & 0 R ks
%L, TIANY =% RE L 200 LYBEORE VT — & FliG
MEFEHTES,

L1, UHTHEOT VT ZLZ WS ZEIFRRHDITT
L1 ED, TIANT —DR#EL T =5 DOFNEHO
W2 [>T, FhEIZH LT,

X R

(1) BB EHT— 5 OMER - IR T NI 27 RBARKER.
<http://www.stat.go.jp/index/seido/pdf/35glvd.pdf> (&M 2015-
11-17).

(2) Sweeney, L. k-Anonymity: A Model for Protecting Privacy. Interna-
tional Journal on Uncertainty, Fuzziness and Knowledge-based Sys-
tems. 10, 5, 2002, p.557 - 570.

(3) LeFevre, K. et al. "Mondrian Multidimensional k-Anonymity". 22nd
International Conference on Data Engineering (ICDE '06), Atlanta,
GA, USA, 2006-04, IEEE. 2006, p.25 - 35.

(4) Koike, M. et al. "A Mondrian-Based k-Anonymization with Low Infor-
mation Loss". 20154 E M 5L M EF )7 1 Y RI T4 LM,
2015-01, A IEHGEE =2, 2015, 3C4-2.

(5) University of California, Irvine. UCI Machine Learning Repository.
<http://archive.ics.uci.edu/ml/>, (accessed 2015-11-17).

(6) Nergiz, M. E.; Clifton, C. Thoughts on k-Anonymization. Journal of
Data & Knowledge Engineering. 63, 3, 2007, p.622 - 645.

/Nt IEf& KOIKE Masanobu, D.Eng.
AVFAMN)TVICT V) 2a—Yarvtik A AM)TIVICT

vk ) FAEy—EA, Wt (T2, Wilitesa) 71 B
DIFTE - BAFEIHES . THHLI N2 H,
‘ ) 4 h Industrial ICT Security Center

NFY FVYRITNNXY Pakin OSOTKRAPHUN
AYFAN)TIVICT Y a—varvtlk 4 ¥ ZAM)7IVICT
¥ T4y — ¥ ) T B ONIZE - SIS
e, EFNHRBEYEASH.
"' h Industrial ICT Security Center

R F™ ITOH Hidemasa
AVFAN)TIVICT YY) a—vavil loTF27/ay—t >

% e Ty FE AR . o 77— 5 A O
BRI 22 B OWESE - BIZECPET, THHULE SRR,

p-4 ToT Technology Center

51




