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Functional Safety in Automotive Microcontrollers and Fault Injection Test System
for Compliance with High Functional Safety Requirements
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With the recent expansion of safety-critical control systems utilizing electrical and electronic functions in areas affecting human life, such as
automobiles, functional safety standards including the IEC (International Electrotechnical Commission) 61508 and ISO (International Organization for

Standardization) 26262 standards have been specified.

Toshiba has developed an automotive microcontroller complying with these functional safety standards, and offers users the TM-SIL™ functional safety
support package consisting of device support, software support, and system support subpackages. To meet users’ requirements for reduction of the costs
incurred in the implementation of the increasing number of functional safety verification and validation tests, we have also developed a field-programmable
gate array (FPGA)-based full in-circuit emulator (ICE) type fault injection test system as a core of the system support subpackage of the TM-SIL™ package.
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Concept of TM-SIL™ functional safety support package
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Fault injection test using software debugger
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Fault injection test using model-based virtual platform
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Overview of FPGA-based full ICE type fault injection test (FFFIT) system
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Fault categories supported by FFFIT
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Example of application of FFFIT to TMPR454F onboard microcontroller unit
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Example of fault injection test in case of timing-critical application
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