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Failure Prognosis Technology for HDDs in Notebook PCs Using Data Mining
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Toshiba has developed the Toshiba PC Health Monitor, which monitors various sensor data in its notebook PCs via the Internet with users'
approval and alerts the users to significant system conditions including battery degradation and system cooling information prior to the possible
occurrence of problems. We have already collected a broad range of operating logs from more than 2.2 million notebook PCs around the world.

We have now developed a failure prognosis engine for hard disk drives (HDDs) to diagnose HDDs in notebook PCs using collected sensor data, based on
a failure prognosis model established by analyzing the relationships between these logs and failure data to predict the peculiarities of a failing HDD. We con-
ducted evaluation experiments and confirmed that the group of HDD users alerted by this engine had a 67 times higher failure probability compared with the
non-alerted HDD users group. This engine allows users to take adequate measures to prevent data loss once they become aware of a sign of a failing HDD.
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Toshiba PC Health Monitor display
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Example of statistical analysis based on monitoring data
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Cumulative distribution of load/unload cycle count of HDDs
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List of attributes of self-monitoring, analysis, and reporting technology
(S.M.A.R.T.) for HDDs

[S]

B

RAW READ ERROR RATE
THROUGHPUT PERFORMANCE
SPIN-UP TIME
START/STOP COUNT
REALLOCATED SECTORS COUNT
SEEK ERROR RATE
SEEK TIME PERFORMANCE
POWER-ON HOURS COUNT

10 SPIN RETRY COUNT

12 DEVICE POWER CYCLE COUNT
191 SHOCK SENSE COUNT

192 POWER-OFF RETRACT COUNT
193 LOAD/UNLOAD CYCLE COUNT
194 TEMPERATURE PRESENT

196 REALLOCATED EVENT COUNT
197 CURRENT PENDING SECTOR COUNT
198 OFF LINE SCAN UNCORRECTABLE SECTOR COUNT
199 CRC ERROR RATE
220 DISK SHIFT
222 LOAD HOURS
223 LOAD RETRY COUNT
224 LOAD FRICTION
226 LOAD IN TIME
240 WRITE HEAD

ID: A ES
CRC : Cyclic Redundancy Check
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Example of time-series variations in S.M.A.RT. attribute value
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Results of evaluation of performance of failure prognosis model
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Definition of failure risks classified by color (red/yellow/green)
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