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Secure Network Architecture Based on Quantum Key Distribution Technology
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Quantum key distribution (QKD), which guarantees communication security based on the principles of quantum physics, is expected to be a vital

technology supporting future secure networks.

Toshiba is engaged in the research and development of basic technologies for QKD, as well as network and system technologies using QKD technologies,
as elemental technologies to enhance the security of practical network systems. To overcome the technical constraints of current QKD technologies,
we have developed a number of technologies including a network in which multiple QKD devices are organized and modern network functionalities are
implemented, safer QKD key relaying computer systems, protocols supporting multiple applications, and a routing mechanism for key sharing.
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Basic configuration of QKD
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Secure network architecture
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Building blocks of secure network architecture
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Sequence of application key sharing
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