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Authentication Systems in Era of Cloud Computing and Role of Biometric

Authentication Technologies
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The introduction of loosely coupled systems has been accelerating with the wide dissemination of cloud computing in recent years. In the area of
authentication systems, independent services as part of identity as a service (IDaaS) and pure authentication as a service (PAaaS) have also been
increasing. Although biometric authentication has come into widespread use for user-friendly authentication systems, the introduction of biometric
authentication technologies into the Internet environment is hindered by several technical issues associated with information leakage.

To solve these problems, Toshiba Solutions Corporation has developed the Authentication Context for Biometrics (ACBio), a technology that allows
biometric authentication to be securely used even in the Internet environment. This technology has been adopted as the International Organization for
Standardization/International Electrotechnical Commission (ISO/IEC) 24761 international standard. We have also launched a related product called
ACBioMeisterw. PAaaS for biometric authentication is expected to be implemented by combining ACBioMeisterw with single sign-on (SSO) technologies.
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