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LiSTEE. Secure Platform Software
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The increase in embedded systems featuring a rich versatile operating system (0S) such as Linux® in recent years has been accompanied by an
increased risk of vulnerability. Once security systems including the access control system are defeated through a vulnerability in the OS, information
leakages and illegal operations may occur in the embedded system.

As a solution to this issue, Toshiba has developed a secure platform software called LiSTEE: to protect important processing systems and data
when security systems are defeated. LiISTEEw can implement security applications separately from a rich versatile OS by means of a fast switching
function between the OS and a security application, and also provides a secure update function. This software achieves a balance between enhancement
of security and shortening of the development period for embedded systems by improving the security to a level comparable to that attained by hardware.

1 FAH&E

JEAE, HLAAKBEZE DRy b7 — 2L B LI PR, #A
AREZRICBWTHEF ) TADPEELREIC > TWD, —
T, ALAABERDOOSELTHESHHAEIND LH ko7
Linux(d, OSOBEDIEFITKEL, WEDORIONERLARAE
(egs k) 25TRA LR TV R ThH, HHBEMEROANIEIUS
HUREIC %5 89 Meis k2O LI Ik ShTna,
BMEMERPARERGE SN AL, LinuxD7 74 V70t A
NOT 7Y A ML SN D720, TERORIEZIERIZD
BNDLBENTD 5,

LinuxD &) B2 L, WisthaEMme 3259 2t
FIIBENTIE RV, T2, 772 ARG 7 AV k)
K&, LinuxDt¥2) 74 25 b 35 AL b T
HH OSHADIETIEAS, ThebDV7hy T 24k
MLENDBENDEH D, L7z ->T, LinuxzEDOPHOS
EOREN L 2 2) T A B2 53 B L CFEAT T DAL AAS
WD TOEFIIBRAT20, MLAAEEGRTE A
A ARME2 70t v Ho—#Tlid TrustZone® 3 S LI E
NotF2) 71 B ERL T2,

L, TrustZone®ZFH LTI OS &t F 1) 714 95K

RZ L Ea1—Vol.69 No.1 (2014)

OONLIT TNV r—area L TEITTELTI Vb
T4+ =21V 7 727 LISTEEw (Light-Weight and Secure
TrustZone® based Embedded Environment) ZBiZsLT v
%o LISTEEwE, WHOSEF2)T4T7 TV r—ard
BB YIBRZFEATR, kX2 TAT TV r—varokFar
BRI EDRFBINERERERL WA, ZhIZKY, N—
R o7 LNV ORERER Y 7 27 TEHTELL)E
0, HLAAKELE O & ¥ 20) 74 GRAL K OB 58 I 40 2 g 7. S
BHIENTED, /2, N—FIxTIHRTHEGIBEST
HBHEC) TS ER DL, BRI SILRRRE R E OB HrIZ &
D, RIIMICHEESRORENEZHERTHILETE S,

ZZTld, LISTEEm OFERELHERL, KOZDHHTEIZDOW
THR%,

2 LIiSTEEwDO#IE

2.1 TrustZone®&l&
TrustZone®lE, tFa7 77—V L) rbeFa7I—ILRE

(G£1) Linuxid, Linus Torvalds KOBARKROZDMOEICE T HE R
BEIE X EEIE,
GX2), GX3) ARM, TrustZonelZ, ZEARM Limited DEIE,

27



J2eFaATI-IR EF2 7R
o)
77V =3y tE1F+
FE' N PV ay
Linux

%

BELRT—XPNIE

(& Linux &9 Bk,

Linux flINDTFER AR
[CHIRERAE

tF¥1T7EZXR

E

1. /oFa7 7= ReEF17T—IVRDOGEE — Linux k¥ =
VT A A L CHEAT TSI LT, LinuxflINOARER ARIZH
FaUTAMHERETED,

Isolation of non-secure and secure worlds
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