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Implementation of Security Functions in Storage Devices
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With the growing importance of information security, demand has been increasing for the implementation of appropriate security functions in
storage devices such as hard disk drives (HDDs) and solid-state drives (SSDs) according to their applications. In the field of storage products for
personal mobile devices, it is necessary to prevent unauthorized leakage of data in the event of loss or theft of a mobile device. In the field of storage
products for enterprise use such as data center servers, on the other hand, it is necessary to provide quick and secure data erasing in the event of

failure or at the time of disposal of HDDs and SSDs at low cost.

To fulfill these diverse requirements, Toshiba has been developing firmware common to both personal and enterprise storage products using
libraries with the necessary security functions, and has also been making efforts to obtain third-party certifications based on a security validation
program to certify the design and implementation of these security functions.
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Example of use of logical block address (LBA) ranges in disk space
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Configuration and personal identification number (PIN) authentication of HDD and SSD
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Physical attack countermeasure using tamper seal
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