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Group Key Management Technology for Machine-to-Machine Communication Systems
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Toshiba has been engaged in the research and development of technologies for machine-to-machine (M2M) communication systems that can organically
connect various types of M2M devices including smart meters by means of the Internet Protocol (IP). To construct a large-scale M2M communication system
consisting of more than 1,000 M2M devices, a group communication technology to maintain interoperability among multiple vendors’ products is essential.

With this as a background, we have been participating since 2012 in the Institute of Electrical and Electronics Engineers (IEEE) 802.21 Task
Group d in order to provide an efficient and secure group key management system for large numbers of M2M devices, and are actively promoting the
standardization of IEEE 802.21d as a key specification for M2M group communication.
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Example of management tree for eight devices
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Newly developed system model based on group key block (GKB)
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Superiority of data size of group manipulation command in newly developed
system
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WAN : Wide Area Network
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