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PDCA Cycles and Security Exercises to Improve Security of Control Systems
for Industrial and Social Infrastructure Systems
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Accompanying the construction of smart grids as an important component of social infrastructures in recent years, there is a pressing demand to
establish and improve cybersecurity to an adequate level for industrial control systems (ICSs) and control systems for social infrastructures connected
to such smart grids. Plan-do-check-act (PDCA) cycles using cyberattack simulation tests such as security exercises are essential for this purpose.

Toshiba has been engaged in the establishment and improvement of PDCA cycles and security exercises for ICSs and control systems for
social infrastructures. As an association member of the Control System Security Center (CSSC) established through industry-government-academia
cooperation, we are now developing and constructing a security exercise system as an important step in PDCA cycles for the security management

of ICSs and control systems for social infrastructures.
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Example of PDCA cycle for improvement of control system security
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Example of configuration of advanced metering infrastructure (AMI) system
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Overview of control system simulator for security exercises
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