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Security Monitoring Technologies for Control Systems
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Conventional control systems in the field of social infrastructure systems have been designed with a dedicated operating system and protocol,
and connected to the related components via a local network. Security threats from external networks have consequently not been a strong focus of
concern. Recently, however, security risks have been increasing and cyberattacks on such control systems have been reported, because versatile
operating systems and protocols are being used to reduce costs and systems are being connected to other systems via the Internet to improve
operating efficiency. At the same time, with the increase of targeted attacks in the field of information systems, security monitoring technologies

have been attracting considerable attention as a new approach to the implementation of security countermeasures.
With the aim of realizing safe and secure social infrastructure systems, Toshiba and Toshiba Solutions Corporation are engaged in the development

of security monitoring technologies for control systems.
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