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Toshiba's Approaches toward Information Security Technologies Enhancing Social Systems
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The expanding use of cloud-based services and the implementation of various demonstration experiments have been providing concrete directions
for smart communities. The technologies essential for information security are shifting with the changes taking place in these contemporary social
needs. In order to construct efficient communities, control systems for social infrastructures are inevitably being connected to the Internet. The
protection of critical social infrastructures against cyberattacks has therefore become an issue of vital importance.

The Toshiba Group has been engaged in research and development aimed at realizing information security technologies to support safe and
secure social systems through totally optimized management from endpoints including mobile terminals and sensors to control systems and cloud-

based systems.
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M2M : Machine to Machine SSH : Secure Shell App : Application
IDS : Intrusion Detection System FTP : File Transfer Protocol PLC : Programmable Losgic Controller
DMZ : Demilitarized Zone DB : Database HMI : Human Machine Interface
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Information security technologies to protect smart communities
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