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ANSI-Compliant Secure Smart Meter Incorporating AMSO+, Unified Key Management Mechanism
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There is a strong need for a secure system for smart meter communications in order to protect both consumers' private information and grid
management information.

Toshiba and Toshiba Toko Meter Systems Co., Ltd. have jointly developed a secure smart meter incorporating the AMSO+, (advanced meter
sign-on) unified key management mechanism for the North American market. ~ AMSOyy, strengthens the security of smart meters by automatically
supplying and updating encryption keys based on the C12.22 standard of the American National Standards Institute (ANSI).  This smart meter will be
used in a Japan-U.S. collaborative smart grid demonstration project in New Mexico that is being implemented by the New Energy and Industrial
Technology Development Organization (NEDO).
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Outline of interactive communications between smart meter and utility server
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Processing flow of secure smart meter incorporating AMSOry
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Example of conventional processing flow of smart meter without AMSOy
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SH2E1 ANSI-compliant secure smart meter
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Connection method using infrared communications interface
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