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Built-in Determined Sub-Key Correlation Power Analysis
for Efficient Security Evaluation of Tamper-Resistant Cryptographic Modules
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Tamper-resistance techniques are required to protect cryptographic modules against the extraction of secret keys and the conversion of

functions.

Toshiba has developed BS-CPA (built-in determined sub-key correlation power analysis), which makes it possible to rapidly evaluate the security

of cryptographic modules early in the development process for devices such as integrated circuit (IC) cards and so on.

BS-CPA can reduce the

impact of process retrogression and decrease device costs through efficient detection of the vulnerability of cryptographic modules.
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