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Security Technology to Protect Device Platforms from Malicious Web Applications
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In recent software development, the Android™ platform has been increasingly attracting attention as a total ecosystem including an application execution
platform and an application distribution platform. While the Android platform has basic security features, there are not enough key security features from the
viewpoint of device manufacturers. In particular, it is necessary to implement an access control mechanism that restricts access from Web applications to
device-specific functions, in consideration of the architecture where Web applications access device-specific functions provided as browser plug-ins.

To solve this issue, Toshiba has developed an access control technology that allows Web applications to control access to device specific functions.
This access control mechanism not only makes it possible to easily and effectively introduce existing Web platforms including the Android platform,
but also allows application developers to develop Web applications under their existing development environment.
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Security features lacking in Android platform
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Access control mechanism inside device
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