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Proxy Re-encryption Scheme for Secure Data Sharing in Cloud Services
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A proxy re-encryption (PRE) scheme is a type of public-key cryptography that allows a proxy to convert a ciphertext encrypted for a user
(delegator) into that for another user (delegatee) without revealing any information to the proxy by using a re-encryption key generated by the

delegator.

With the wide dissemination of cloud computing in recent years, the PRE scheme is attracting increasing attention as a key security
component for the realization of secure data sharing in cloud services.

Toshiba Solutions Corporation and Toshiba Corporation have developed a new PRE scheme with higher security compared with previous schemes.
Experiments on a prototype PRE system have confirmed that its performance is sufficient for practical application.
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Aims of cloud service-oriented cryptography
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Security problems in conventional cloud storage services
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Problems in encrypting data with shared group keys
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Collusion attack by server administrator and malicious users
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Example of provision of re-encryption service
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