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Cybersecurity Technologies for Smart Grids
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Efforts for the development and standardization of cybersecurity technologies for smart grids are currently being actively promoted in various

countries.

It is necessary to establish adequate cybersecurity considering smart grids as large-scale cyber-physical systems.

The Toshiba Group has been developing a smart grid security architecture, which divides the whole system into subsystems based on security

characteristics to simplify security requirements and defines essential security components.

We are also engaged in the research and development

of practical applications for Advanced Metering Infrastructure (AMI) security.
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RTU  : Remote Terminal Unit RBAC : Role Based Access Control

SAS  : Substation Automation System ID * Identification
IED * Intelligent Electronic Device PW : Password
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Architecture of cybersecurity system
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