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Self-Encrypting 2.5-inch Hard Disk Drives Equipped with Wiping Technology to Reduce Information Security Risks
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With the increasing volume of data stored in information systems as a result of the expansion of information and communication technology

(ICT), safeguarding the security of information systems is now a crucial issue.
provides a specification for self-encrypting drives to avoid various security risks including data breaches.

In response to this situation, the Trusted Computing Group™ (TCG)
The specification defines two functions-pre-

boot mode and multi-locking range-which allow users to consolidate self-encrypting drives via a network.
Toshiba has developed a unique technology that invalidates encryption keys and data when a drive is removed from its housing or connected to
an unauthorized host system.  We have implemented this system in our TCG-standard-based encryption products including self-encrypting 2.5-inch

hard disk drives (HDDs).
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Pre-boot mode
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Example of use of logical block address (LBA) ranges
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3 Wipe Technology HDD
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Operation of wiping technology
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