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CForge Modular Verification Tool for C Programs Including Specifications of Data Structures

BH BH SH #S AR RE
Hl SAKAI Masahiro H IMAI Takeo l KATAOKA Yoshio

K23, “IrzBEReLY7MN717REEI1L £V 17T V7M1 7OEEEREICRYBEATNS, E0—
RELT, tRE7TOTILBMMERBATIBDOEX S TF I A%ITHIZET, 70T7L0EK - FRHDOEREZRETSH

EzBELTLS,

SE, Ik CEFRTOIILMRANDESHDEHMIRITE
WOZENTE, 7z, HRICEDVTRENICRIITEZS,

175Y—J) CForge Zm% L. ThiZT—SBEERS 4%

Toshiba has been engaged in a software reliability project based on the concept of "specification-leveraged dependability enhancement."
The basic objective of this concept is to preserve consistency between a program and its specifications in the course of further modification or

extension of the software.

We have developed CForge, a new modular verification tool that can verify consistency between C functions and their specifications.  In
addition, it is capable of comprehensive verification including data structures and pointers.

1 EADE

VI T DARBEDE G B TRTRAL, Zolis
AEDVRTROTANETERAINT WS, FIZITHEAARY T
M7 DORETIE, V72T ERERDAIOTIETI? %
DOARBETRALTOLDITHL, 90 % 13 HART 2 DRI 22
SRVERREINZVEVIF— 355 (K1), D720,
FRONEATOBEY) IAMIKELL>TLEST WS,

F72, BIEDY 7 7 = 7 5 TR B G o fi~ o
BRI —ZARHAP L, —EEPNI Y TN THRE
BILRENTVHAHEN L LN TH D, TOBED
FZ RBIEDO LI L ST, V72T OEEMEAMET S
5“7 b 2T DORRAELI (Software Aging)” VASHEE
oTETWwh,

T8 OREZ T 57201218, BREHRLPLHFTO LK T
HTHMEZN LSEREYEZHIRT LI EVHFRTHY, %
HOMBEE YT 5720120, ke Tursroxinr s
AEBFEL SO RA VT F U ARITHAZEDHRI TH I E# 2
bitb,

ZFITHER, “HEEEEEE Ly 7 by o7 @B &
W) AT MIFED VR AR IToT WD, 2, Bk
EFND, Bt I, AR Lk, BAHEToOY I Y
7 FATHAZNVOHRT, DTDDoDiEE) % k#9792
LICEoT L T u s S AMEOIEL SERGEL, REH
LREBHLEIIENHIBDTHS (B2),

(1) V7b7x7 BRI R N A AL R BRIICAAAE 3 A

20

PATLEEE - ET AN iEE - BE - BRER

8.1 % \ 134 %
UTNIITHER - BAT AN 2T LERES
101 % 4.4 %
AT LT —%FHF vEE
56%
UTNITTRE - M AN YIS IPERES
445 % 14.0%
(8 FRAREDTE
FATLERER o257 n7—%70F vt
o - B - EREE 25%
0.7% UINIITERES
53%

- VNI TRE - BiET AN
1299

%

VA7 LS - haT AL
49.5 %

VIRIITHER - BETAM
2717 %

b)) FTEEHERDIE

* TEERANIBHEEREAE
2008 EERIAHY TRy T 7 EXRERERES ] ICEDEER.

1. VIMIIT7DFREEREELERROIE — VI N2 TORRED
AT B TRTHEAETE I T, TOZLPIEAINDLDIETHROT A
THTH5,

Introduction phase and detection phase of software defects
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Cycle of software specification enhancement
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binarySearch(a, size, key) { (ZBDOHER(E)
requires size >=0; initial state :
requires \is_valid_pointer(a, size); a=[[int02,0]

requires (\forall inti; 0 <=1i && i < size-
1;ali] <= ali+1]);

ensures \result >= 0 ? a[\result]==key :
(\forall int i; 0<=i && i<size; key =-1

int [] = [ int [12] , [int 011, [int [10]]

alil'=key): size=3
’ TOUSLOBES—4 >R
Stmt18 : spec low | (one low) goto
CForgelcknsatmar | RP )|smeo
H:'.jj low = -4
Stmt19 : low := 0 goto Stmt20
CEEZOUSL (B low=0
int binarySearch(int *a, int size, int key) {
int low = 0; Stmt47 : spec !( low =< high ) goto
int high = size - 1; Stmt32

Stmt32 : result := -(low plus 1) goto
Stmt17

result = -3
705 LT ROIRRE
(RESh/EHE, RE)
final state :

result = -3

while (low <= high) {
int mid = (low + high) / 2;
int midVal = a[mid];
if (midval < key)

}
return -(low + 1); // key not found.
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Inputs and outputs of CForge
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sart(n) {
requires n >=0;
ensures \result * \result <= n;
ensures n < (\result+1) * (\result+1);
}
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Example of specification
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int binarySearch(int *a, int size, int key) {
int low = 0;
int high = size - 1;
while (low <= high) {
int mid = (low + high) / 2;
int midVal = a[mid];
if (midVal < key)
low = mid + 1;
else if (midVal > key)
high = mid - 1;
else
return mid; // key found
}
return -(low + 1); // key not found
}

* Bloch, J. Extra, Extra - Read All About It: Nearly All Binary Searches and
Mergesorts are Broken"ZJTICfERK.
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binarySearch(a, size, key) {
requires size >= 0;
requires \is_valid_pointer(a, size);
requires (\forall inti; 0 <=1 && i < size-1;
ali] <= ali+1]);
ensures \result >= 0 ? a[\result]==key :
(\forall int i; 0<=i && i<size; a[il'=key);
}
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Specification of binary search function
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