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Tamper-Resistant Technique for Cryptographic Modules
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Cryptographic modules are required to resist illegal reading of internal secret information or tampering with cryptographic functions.
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A tamper-

resistant technique against implementation attacks, which have recently become a real threat posed by revealing the secret keys in cryptographic

modules, has become increasingly important.

Toshiba has been developing and improving tamper-resistant techniques for both countermeasures and security evaluation in implementation of
cryptographic modules for financial cards, e-passports, and soon.  We are also aiming to contribute to the establishment of global security standards.
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Principle of Differential Power Analysis (DPA) attack
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Process of cryptographic module development
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