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Collusion-Secure Fingerprinting Codes for Fair Content Distribution
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Digital fingerprinting is one of the techniques employed to prevent illegal distribution of digital contents. In the case of illegal distribution,
pirate users can be traced and identified from each user's ID embedded in the digital contents. In a digital fingerprinting system, collusion-secure
codes are often used instead of common IDs to control infections by pirate users rewriting their IDs.  However, conventional collusion-secure codes
require very long code lengths in order to prevent failure to trace pirate users as well as the possibility of false charges.

Toshiba has developed a technigue that can reduce the length of collusion-secure fingerprinting codes to about 1/15 to 1/20 compared with the
conventional code length by improvement of the tracing algorithm and other optimizations, and is promoting the practical application of a digital

fingerprinting system incorporating this technique.
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Fingerprinting method for video on demand
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Collusion attack
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Restriction of codes in collusion attack
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Process of identification of pirate users
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Distributions of scores
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Comparison of code lengths of newly developed method and Tardos's method
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Example of embedding of codes into video contents
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