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Automated Security Proofs for Cryptographic Protocols
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A security proof is a measure that ensures the security of fundamental cryptographic primitives such as public key encryption, digital signatures,
andsoon. As it convinces all parties concerned of the security of the primitives, it also provides a criterion for the standard cryptographic scheme.
Advanced expertise is required to provide security proofs.  There is consequently an increasing need for automated security proof technology.

Toshiba and the University of Electro-Communications have performed analysis and improvement of the proof capability of CryptoVerif security-
proving software.  Experiments with our improved CryptoVerif confirmed that it could successfully prove all examples given by both Bruno Blanchet
and ourselves, whereas the original CryptoVerif might fail in a few examples.
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Trade-offs of proof capability of frameworks for cryptographic protocols
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Security proof with sequences of games
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Security proof using CryptoVerif
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L : foreach i,
(Qc()

medo Oy () i=r E seed: veturn:
urn{Ggenl(r), Ggen2(r));

|foreach <npge do Ogal) =0 i [1, 65 ]; return:

{O04() = |'u_l.|||'11|f[{]gen 1{r), Ggen2(r), a))
[foreach ip, < npg do Ogp() == b & [1, |G )] return;
(i) := return( f{Ggenl(r), Ggen2({r), b))
|foreach i; < ny do O,y (2" 1 Gy) =
return(s' = f(Ggenl(r), [(Ggenl(r), Ggen2(r}, a), b})

= return(f{Ggenl(r), [(Ggenl(r), Ggen2(r).a},b)}}))

COH [fg (g =1 taget (I04n paan paptnan gy =3ty

do Oy () =1 £ seed; veturn;

return(Ggenl(r), Ggen2(r})

i <nipg do Oya() i=a & [1, |7y]]: return:
barn( f{Ggenl{r), Ggen2(r), a))

T i .
[foreach ipqn < npg do Ogapl) =6 & (1G]] return:

(i) := return( f{Ggenl{r), Ggen2({r), b))

[foreach iy < mydo O (2" : Gy) =
if defined( k) then return( =’ L f(Ggenl(r), f(Ggenl{r), Ggen2(r},a), b))
else returnifalse)

|Oansl) := k + mark; return( f{Ggen1(r). f(Ggenl(r), Ggen2(r), a), b)))))
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Rewriting rules for computational Diffie-Hellman (CDH) assumption
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Results of improvement of CryptoVerif
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