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Secure, Compact, and Efficient Algebraic Torus-Based Cryptography
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Algebraic torus-based cryptography are a secure, compact, and efficient means of public-key cryptography based on a discrete logarithm prob-
lem.  Cryptography is essential in the implementation of a network security system, enabling strangers to engage in secure communication via the

network without the need for sharing of keys between the sender and receiver.

Toshiba has developed a parameter selection method for algebraic torus-based cryptography from the viewpoints of both security and efficiency.
More specifically, we have obtained parameters that can achieve smaller size of the fundamental arithmetic in the algebraic torus while maintaining
security.  As aresult, the speed of algebraic torus-based cryptography is comparable to and the key size is close to those of an elliptic curve-based

cryptography.

1 EADE

W S5 BT LTS e 3 2) 74 29 2 A e LCIRIL
CHHENT WS, B1IZRTEHIZ, W53 3km gt 5L
N E RN RS (I

R, R L AR 5 THhY, LaetkrRirL
72 % & WLFH S 1 R0 i B A XD T A 2 B b — 5 A
5 R L TV S, ZORE, RO SRS L
LTI STV B 22 iG55 & [ 2 B o) MU B FE 75,
KRB P —F ARG 5 TERTEX LI LD >TE,

CITIE, BN —F ARG 5 OBEEE, KUVITA—5 %5
ERFEOTREIIRICOVWTIER S,

2 RHRRESANOMEERRF

SHETIIRRA LR AHBER S REINTVDEY, Zhb
OHEMFRE, DTOBEPLRLZONRR2 TH 5,

(1) BARMZE 5 2% —2 (J550)

(2) AF—LDERINTVLES

(3) REMEORHLE 75 MHE

W5 AF —2IIZZHD 575 K211 EFE LT, Rivest,
Shamir, Adleman DRZEIZL B H%7% “RSARES", 1976 4¢
Diffie & Hellman D3RRI L 2O NFH ST TH 5 “DH

16

7UA

X#78

ZAIEIY] A%OK A%OK
G G

&o P
e

BES1L
(BVETE)

'S
(BOEE)

1. EREES CARBIES — @RS TR T L L 80 g
[f]— DA DA, APHEERE 7 TR LR LT RIS R 582
W, B SALEIE A STV 5,

Secret-key cryptography and public-key cryptography
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Diffie-Hellman (DH) key exchange
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Point addition in elliptic curve
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Comparison of key size and calculation time of DH key exchange
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