55 O

SPECIAL REPORTS @

/) —=A— AR REH L

Static Source Code Analysis Technology
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The amount of source code in software is increasing so rapidly that developers with different programming skill levels have to write the source
codes. As aresult, there is an increasing need to enhance the level of coding skills.
In order to normalize such coding skills, Toshiba has formulated a coding standard for C language, and has also introduced a static analysis tool

into 16 departments of Toshiba.
configurations.

In addition, we have developed a front-end tool for static analysis to simplify and automatically generate analysis
Recently, we have been promoting the introduction of a new type of static analysis tool, which can detect memory-related bugs

that could previously only be detected by dynamic analysis, into five departments.
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1478 #define
CHECK_COLUMN_SIZE(column_number)
column_number & 07

2178:// TABXF% Space8 X FI_EHT %

317H:void tabtospace( char ¢ )

4978

5478 int column = 0;

617H: if (c=="¥t) {

7178: do{

817H:  putchar (');

917H:  columnt++;

10178: } while

(CHECK_COLUMN_SIZE(column) = 0);

11478: }

12478}
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Example of bad code
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(column_number) & 07
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151E#) : 547H : unsigned int column = 0;
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Image of source code static analysis system operation
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Flow of static analysis
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leak_sample(int a){
void *ptr = malloc(5);
if(al=0)

return -1;
HRE
free(ptr);
return 0;
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1: START

\ 2: void *ptr = malloc(5) |
3: if(al=0)

al=0 v a=0
4: return -1 &

5: free(ptr)

7: END

(b) a>bO—N 70557 0F
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allocated —_— freed
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(©) ptr EHDIRREER
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Example of memory leak detection by flow analysis: (a) example of source
code, (b) example of control flow graph, (c) state transition of variable ptr
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