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Ring Signature Scheme with Deniability of Involved Entities
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With the enactment of the Whistleblower Protection Act, the confidentiality of whistleblowers is guaranteed and their rights have to be protected.
In the case of using electronic documents as a means of whistleblowing, the ring signature scheme has been proposed because of the perfect

anonymity of the signer of the document.

However, the whistleblower cannot be adequately protected from oppression by this scheme and, in

addition, the involved entities in the whistleblower's organization may be damaged by suspicions.
Toshiba and the University of Electro-Communications have developed a provably secure ring signature scheme with deniability of involved
entities.  This scheme also makes it possible to construct other applications that ensure users' privacy similarly to whistleblower protection.
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Whistleblower protection system using proposed signature scheme
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Electronic auction system
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Contents delivery system for attributed entities
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