W% SPECIAL REPORTS

A7V EEICH TR AR IEE BT

Traitor Tracing in Content Distribution
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In content distribution, a broadcaster encrypts and then broadcasts digital contents (e.g., movies) to subscribers.  The subscribers decrypt
the encrypted contents and play them using their decryption devices (decoders), which contain their decryption keys.  In this application, malicious
subscribers (known as "traitors") may redistribute their decryption keys to nonsubscribers.  This allows nonsubscribers with a pirate decoder to
gain illegal access to the content.  Traitor tracing has been extensively studied as a deterrent to such piracy.

Toshiba, jointly with Chuo University and the National Institute of Advanced Industrial Science and Technology, has developed a traitor tracing
scheme in which the pirate decoder can be traced back to at least one of the traitors, even if the pirate decoder does not respond any further when
it detects itself being examined, while maintaining the transmission overhead at an efficient level.
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Content distribution system
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General flow of traitor tracing
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Black-box tracing
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