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SecureSlwy Innovative System Integrator and Its Application to Retail Solutions
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Toshiba Solutions Corporation has developed SecureSlmy, an innovative system integrator that materializes our security design methodology to
the procedures level in order to ease the rapidly growing demand for security engineers. We are promoting the extensive application of SecureSlu

to our solutions development in parallel with the reinforcement of security engineers' capabilities.

For example, we have applied SecureSImy to the

development of a "point service system for customers," one of our retail solutions, and have successfully drawn up and systematically deployed secu-

rity measures for the system taking customers' proposals into consideration.

The security threat analysis was carried out by a systems develop-

ment engineer who was not greatly experienced in security engineering but was significantly assisted by SecureSiy.
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APL : 77U —ay
POS : Point Of Sales system

DB : F—&N—2X
F/W : Fire Wall
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Simplified system configuration used for threat analysis
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Example of interface description (excerpt)
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Results of threat analysis (excerpt)

ZARE e
MR | 7442 i3]
VE ez | MR ISR @) o5 | mesn | e | Be | Em
) | D) | 52
AR
s REC| (WebAPL) | OF- |
o | Pl 2a | IO | s | rowamm | mm |27 aw
iy | (BE) %E R (WebAPL) | (F/W |, 212 | (ZIRD)
W8 57 |mE7o—sm| ong)
(WebAPL)
| mEoo—mm|
afec| A0 | LT G0y | aa |17
19 | £OTTIHRA | 2R | e | eoarL) | Fw |70 T
e o UAR7

% | 7rEAHE |0oOd)
(WebAPL)

10

3.3 SN RESEDER

PERIFIHEMAFNERBREZE L 72 F 2 74 BRI,
Y X a7 Sy CTREINZFIMEEBVICETAHZET, V) a—
Tarb LT AL REEF ) T4 R AR FRITRE TE
Too GINTRERELT, IRETREFHRERE, ¥ T4 B,
B 2) 74 RR ORI 2 A A SN 5720, &
F2)FAR KON R R OFHWNE GO, R RIRE
B DR e E 22 572,

LX) T4 ERERELT, BB APREZITHIEED
W2, GRIOEHO oy LM LA L, Bl oime,
BV 22— a v ~DRFHZ STV,

4 HEHE

WX, L a) T4 HNE ORI FEEICIGT 5720,
LX) T4 DIEN AR LR O /oy DR A2 B
L7zt F 27 Sl Hili 2 s Lize ATEROIIL AR A ~
¥ —3y NOFIH R EEEREET D) a— a v 2L,
BRIy i I K2 O T WD, ST L EEDL
FHCS, BT, $kE, EEE, NERE, BRSOV a—
2 ar~\OBPEELDHY, BV ZE TV 5,

S, V) =Y aroiike, £F a7 Sy 2iH
THEMEOWMERE LD, ¥ ) T4 2 YDV 2—T g
YORALL, BATRMEENZLLUTERRLE VAR
JATEZEFa7 V) 2—YayORMICEBL TV,

(1) AHEFW, 32, ¥F2T7IRTEA 077 b—Tar. JELEa— 58, 8,
2003, p.11-14.

(2) JNSA.Japan Network Security Association. <http://www.jnsa.org/
result/2005/20060803_pol01/index.html>, (ZHE  2007-03-09).

7 E5S NISHI Mayumi

WEV ) a—ary (BR) ITEMFZERT W78 5 31T
YAT A k¥ T4 B OB - RIS

Toshiba Solutions Corp.

IWH Kt: YAMADA Tatsuya
WEVVa—vary (B v)a—YarE—5EE i
V) a—a Y EE Wl VAT AORE - I
P,

Toshiba Solutions Corp.

/AR Bt ODAHARA lkuya

WEV ) a—ay (KR ITBAMFIZERT WFFE 5 5 5 3275,
VATAMIE TV 27 MEEM ART, YATA ¥
VT4 B OWITE - BAFEZHE S

Toshiba Solutions Corp.

BZ L Ea1—Vol.62 No.7 (2007)



