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Network Anomaly Detection and Prevention Technologies and Their Application
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Many corporate users have deployed intrusion detection and prevention systems in order to protect their Web servers from various

attacks on the Internet.
difficult to respond using legacy pattern matching techniques.

However, new attack incidents that exploit unveiled security holes have begun to rapidly proliferate, making it

To solve this security issue, Toshiba Solutions Corp. has developed unknown-attack detection and prevention technologies in the

AntiHacker-Promv product.

We have implemented L7 parametric analysistum, Which statistically analyzes network application data in real

time.  We have also leveraged the Taguchi method to accomplish a highly accurate attack detection rate.
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Unknown-attack detection and prevention
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Example of analyzed HTTP request
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Statistical distribution and anomaly judgment
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Trade-off between true detection rate and false detection rate
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