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Ultrasmall Random Number Generators for High-Level Information Security
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High-level random number generators (RNGs) are required for information security systems such as authentication and cipher

systems.

In engineering use, random numbers are generated either arithmetically or physically.
RNGs are essential as the hardware resources are strictly limited.
Toshiba has developed ultrasmall RNGs that can generate high-quality random numbers.

Especially for mobile devices, small

In these circuits, fluctuating signals

observed in nano-scale silicon devices are utilized as the origin of randomness.
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Trade-off of conventional RNG
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Dependence of power spectrum density on frequency
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Random number generating circuit using oxide film after soft
breakdown
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Schematic view of single-electron device for random number
generation
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Potential energy diagram of single-electron device
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Time dependence of drain voltage of single-electron device
for random number generation
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Results of statistical tests
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Comparison of correlations among random numbers
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