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Implementation of Copy Protection Technologies for Audiovisual Equipment
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A licensee has to comply with the robustness rules and confidentiality of content protection technology when manufacturing licensed
products.  This includes maintaining the secrecy of the algorithm of the content protection cryptography technology and/or device keys for
each product, as well as maintaining secrecy when delivering or writing the device keys.

Toshiba has developed not only content protection LSIs but also tools for writing device keys in order to meet these security

requirements.
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Data secrecy and robustness against disclosure attack
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Shared secret derivation and content ciphering/deciphering
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Block diagram of digital transmission content protection
(DTCP) -compliant LSI
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Schematic diagram of content protection for prerecorded
media (CPPM)
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Block diagram of CPPM-compliant LSI
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Flowchart of CPPM device key data
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