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The secure digital (SD) memory card, which has already become one of the most popular media, has a considered and well-defined
mechanism for content protection. The most important concepts of the content protection mechanism are (1) binding of content to the

medium, (2) revocation, and (3) moving of content.

These three concepts, which were realized in integrated form for the first time in
the SD memory card, have become fundamental concepts of content protection for a new generation of media.

The SD memory card

is very useful for a wide range of applications because of its advanced mechanism for content protection, its dimensions that make it

easy to use, and its wide bandwidth for data transfer.
market for memory media.
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The SD memory card will continue to be a leading medium in the expanding

Jobooboo0doobbOO0ooOoboosboooooooa
goosbMmiOoooooooOoooooooooooo

sDMIOOOO0O0O0O0O0O0O0D0O0000000DOOO
0 J0d@mooood0doooooooooooooo
ogobooooubobooobomooooobbooboooooad
oo boooboooboooooooood
gooodoooboo oo ooobobooooooa
gbooobooboooooooooooobooooaooa
ogoodoooooooooobooooooooooood
JoooooooooosoMIiOOooooooon oooa
gooooo’oooooooobooooooooooa
gooooooooooooodoobomoobooboooa
gdoddoooooboooooooooooobooooo
00000000 0OLCM Licensed Compliant Module[
gdbooboooooooboooooboooboOoaa
Oooooodoobmoboo Mmoo booobooooooa
goodooooLecMOOoOoOoooOooooboomoa
O0Moooobodooooon oo'ooobooooooa
gooooooooosomionooooOoOoOoOoOooOoOoa
ogooboboboodbDodooooooobooboooobooo
goobooboobouooboooooooooooa
ogooooooo

000000 Vol. No.glITTIO



sbMIO O OO0 OOOO00O0DOOooOoooooooo
OO0000DoOoOoosboooooooooooouoo
000000000000 O0O0O00OOCPRMI Content
Protection for Recordable Mediaf" 00 0000OO0OO
OO00DO00ODO0oO0ooOoOoCPRMO4CO0D0OOO0ODOOO
O00000oooOoO0o0o0ooDoooOOoOooooooooo
0000000000000 04CENntity0 0O IBMO Ontel0 O
gbobbombbobobbooooooobboobooda
gdbbodoboobooooobboobbouoboboboo
4C 000 0O OCPPMO Copy Protection for Prerecorded
Media@M OO OOOOOOODOOOODODOODOOODOOOO
goooooooecePRMODOOOOOoOoOOOOOODOO
CPPMOCPRMUIODOOUOODDOOOOUOODOOOODOOO
ggooobobooobobog

000000 opoDOoOogosbdbdoood sbAl SD-card
Associationl 0 0000 MOOOO00OO00OO0O4C0O00
gogsbooooboooooooooooooooood
sDMIO 0000000 o0DooOoooooOomomod
ooooboooobmooobooobooboooooobooa
gogodboooboooobboogboboobooba
goooboobboboboboobobouooboboboon
gogbboooobobbooobbobboooobbooo
googoposboooooooooobooboooooooo
goocCcPRMOOODODOODOOOO0ODOOOODDODODOO
OCPRMODOOOOODODOO

22 0J00OD0OO0OOO

00000OopoooooDOoooogooD 1D IDentificationd
oobobooobooodoooooimbmoobooood
gobooooobboooooooobobooooooogoad
gooobobobooooboobbooboogoboooga
goooobbooooogonbboobooooood
oo boobboboboobbooon
000000000 OsbMId PMI Portable Medialll 0 O 0O
gobooobbobooobbboobbbboboboooboa
goooooobobbobbbbooooooooogad
gooogo

ook ooooboooooooobbooa
goddddoobobbiboookbobboooooooa
O0OIIDmeia D OOOO IDODO0OOKwOODOODODOODOOO
0000000bo0o0o0o0oboOoboGhO KwOOooo 1IbOo
J0odd0o0ooooDoODoo0o0ooooooobooocaeo
0goooooobooooooobobDl K OODOooooa
gooooooboobbooooooooboggo ibgd
000oOkwOOooooGcGOooOooDobOoooooooan
0000 K DOOOOOOGODOOO0000OK OOOOoao
goooooooooooooog ibobbooooood

sboOdoOooOooOoooo

=
=

IDieia G
D K
ooooo E DESSD D ooooo
Dooo 0ooo Dooo

pDoOOoaOd
EOOO

goooboooooooO00O0O oooooobooooobooooooo
gooo

Method of binding content to medium
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Media key block (MKB)
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Example of key management for media-binding and
revocation support
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Example of key management for media-binding, revocation,
and move support
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(1)  SDMIOSDMI Portable Device Specification Part | Version 1.00July11999.
(2)  4C EntityOLLCOContent Protection for Recordable Media Specification SD
Memory Card Book[JRev 0.9500AprilJ2001.
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