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Since content recorders and PCs became popular, content protection has been an important technology for the handling of

entertainment content by users.

In situations such as users watching and recording digital TV broadcast content, it is important to

preserve the soundness of the chain of content protection technologies.
In content protection architecture, it is necessary to consider both the technologies and their licenses. It is also important to take the

related legislation into consideration.

DDDD

oo 0bU0Db0O0U0ODoobOObOoO
gobooobbooobbobbooobbooobobon
gbobooobooobbobooobbbooooobo
goobobomooobooooboooboooooooo
0000000000000 0000VHSE Video Home
System OO0 O0UOO0O0O0OOODOOODOCDODOOODOOO
gobbbooobhooooooobobobooobobo
gooboobboobooooooooobooooooo
goodbbboooooooboboobboooooobobo
goooboOooobboooooogo pcoOOoooooon
gopoooobooooboobo

goobobobbbobbooobobboooooobon
gooooboboboooooooobobbbbooooobo
gobooobooobbooboooobooobboooon
gopooooboobooboobooooobooboon
gooooboobvbboooooooobobboboboboobo
gobpvboooobooooooooobobbbboobo
gogoooooobon

gobooAvObOooooobobobooobobooo
goooooboboboboobobbboooooobo
gooobomoobbobooobbbbbbooooooo
gogoboboboobbooboobo

DDDDDDDDDDDDDD

0000000000000 00000MO00OD0oo
0000MDOO0D0D0000000D0mMDbVDOD MO0
00000000000 000000000000000D000
00000D000000000000000000000O0
0000000000000 D0M00000000nooo
000000000000 0000D000000000D0
00o0D0O0000O00oDoOoDOo
() 0DODO00DO0O1I0000D00O000000000O0
oooooo

(2 DODODOOOODOOOO

(3) DOoODOO0DOOODO0DO0O0DO0DOO0O00OO
0000000000000 0D00000

(4 DODODOoOooDOoOoOo

00o00o0O0ObvDOOOOOODOODOOOOODDODOO
00000000 000000000000000000
00000000000 mMO0000000000o0ono
00000000000 D000000000OOO0O0OOn
00000000000 D0OO00O0Dn

0000000000000 00000O000000O
0000000000000 000000000000O
000000000000 D000000000000000
000000000000 D0000mMmO0ODonoDonooo
000000000000000D010000000000

000000 Vol.O No.OOTTIO



oooobooboboooboooobooboooobooooobooon
ooobooooooooooboobbooobooomoooo
ooboooobooooboocooOoobOoOoobooboooo
ooobooooooooooobooobooooboobooooo
oooooobooooboooooobooboocooboooooboooo
oooobOobobOOOooOoboobooooooooobooon
ooomood
oooobooobooobooooobbooboobooooboon
ooooboooooobooobooobooobooooooooon
ooooooooboobooobooboooooobooboon
ooooboooooboocoooboobooobooboooooo
oobooooooboooooooooooon

DDDDDDDDDDDDDDDD

31 O0O000OOogd

goboozoo000d0BR 00D @OuobboobOoOn
goooogobgze0bobobooboboooboonoo
gooooboooooobobooboboboooooo e g
gobmoooboobboboboobboobbon
ooboovHAsOooooboooobobobooooooog
gobooboobooobbooobbbooooooon
goooboboobboobbboobobbbooobn
gobboobboobbooobobbobobboooboon

ooooooooooooog

000000000000 ooooDoooooooooo
0000000oooo0oopoooooooooooooo
00000000o0oooo0oooooooooooooo
00000000000 oooooooooooOo
goopoooO0oOoO0OOoU0ODoooc@mooooooooo
gbogogbooobobbooooobbboobuooo
pgooootbgbooboob bbb boomoooo oo
goooooobobpoon

gobobbodoboooobbbboooooobbbooa
gogbodboobbobouboobobooob e oo
gbbodoooor"ooobbboubobbooobooo
goboopn oo booooooooon
goobobbodoobboooooouooobbbooo
goooo"oboboobobbbooooouoboo
0* EPNIJ Encryption Plus Non-assertion0’ 0 000000
goooad

gooBsSOOOODDOOODBOOOODOO ODDOOoono
0000 CASI Conditional Access SystemOO 00O 00O
godddboobboobobooooboobbobooo
JooobooobooooooomboDmoobooo o
JoboooooobbobooooooB-cASOOOOO
goobboooboobooobbboboboboboboo
oo bbbooooobobboobooo

gbooooooooooobooooDo

ooooo0ooooooboooooDoo

( )l
gooopoog Boeooo - 11"

oo

_ =]
oooo —> _—b—»'-é-‘

O
]
]
O

oooo

i

kf:
ra
O
O
|

“y
e

—

L=
F =
—

- I
[m]
[m] m] O
D g IEI
] g . O
[m] m] +E|
—_— —

- l-
. L

DTCP, HDCP

ooooao

DDDDTV

oooo

V

@

oooo

ooooTv

go0o00000000000000000000D00000000000O000000O0O0000A0

Content protection chain

gooooooooooooo




00000000000 0000000000B-CASOO
000000000000000000000000000
0oooooooo

000000000000 0000000000000
00000000000 00000000000000000

3.2 DVD

700 000000VHSOODODOODOOOOOOOOO
VHSO OO M OOODOODOO0O0O0000000000o
0000000000 0000000000000oooon
0000N0000000000000000DvVDOOO
000000000000000000000000000
ooooooo

960 00000 DVD-Videod O OCSSI Content
Scramble Systemf"0 0000000000 OOOOOO
oooopocessooooooooooooooooon
0000000000000 0000000000000
0000000000000 00000000000000
0000000000000000000000 DVD CCA
0 DVD Copy Control AssociationfD 00000000000
oooessoo®300000onooo@ooooonon
000000 @®UO0O00000000000O0nonoon

00 0ODVD-AudioD 0000000000000 CPPM
0 Content Protection for Prerecorded Mediaf"0 0 0O
0oDOoOooOocPPMODDODOOOODODODOOO
oooo®@ooo00o00ooo@@Uo0oooooonooon
0000000 oo®oUo0o0onoo @uoooooon
0000000000000 00000000ODVD-Audio
0000000000000 000000000M Audio
Watermark(D 0 0 0000000000000 0OO00O0O
000000000000 0000o0ooo0ooooooon
0000000000000 00o00o0o0ooononoo
oooooooOoooooo

IIDDDDDDDDDDDDDDDD

goboooooooooooooboooooooao
DvDOOOOODOOOODO0ODO0mMOOoOOoOoobomOoon
Jo0ooo0oooooooooooooboooooodo
godoooodooooooooooooobooooon
goodoodoooooooooobooooooooooOoa
Joo0oooboooboboooooooooboooboobooo
goodooobooboooooooooooooooooo
Joo0ooooooooooooooooobobooooo
goooboooooooooooooooooooooo

41 DTCP

DTCP Digital Transmission Content Protectiont™ 0 O

10

00o0o0oo®OD0O00DO0DO0D@OOO0DO0Dono
®DO0000000D@®O000 0000000000000
0o0oDO0O0O0oonoO

000000000000 0000C00OO0DODOOO0O
0000000000000 00000000O0DOD0OO
00000000000000O0O0O00000000OO
0000000000000 000O00100000000
00000000000 0000D000D00000000O
00000000000 00D00000D000000nO0
0000000000 00000000O0D00ODTCPO
0000000000000 00000000D0O000n
00000O000DOO0O0oDoDOo

000000000000 DO00000O0OoDOoono
0000000000000 0000000000000nO
0000000000 DVD-VideoOOOOOOOOOOOO
000000000 000000000DVDOOODOO
0000000000000 O0OO0DODTCPOOODOODOO
0000000 mTVOODOODODO0O0MmMOOO0O0o0ooo
0000000000000 D00000D000000000
00000000D0000000000000000000
0000000000000000000000000000
oooo

DTCPO 020030 3000 OIEEE34 0000000
000000 13941JUSRE] Universal Serial Bus(TIMOST

00 Media Oriented System Transportdd 00000000

gogoooo

4.2 HDCP

HDCPI High-bandwidth Digital Content Protectionf1*t]
DV Digital Visual Interfacel] HDMDO High Definition
Multimedia Interfaced0 O OO0 O0O0OOD0OOD0OO0OOO
gooobobboooboboooboboboobobobbooo
goooooooodbecpPO O DOODOOODO0OOOOoOon
gooooogobooooobobobobooooobbbooo
gdddobouooboobboobooooooood
oo ooboboooo
HDCPO OPCO O O ODOOOO MPEGI Moving Picture
Experts Groupll 0 OO0 0000 O0OODOODOOOOOO
gbobbooooooooo

43 000000

VHSOOOOOOOO Tvoooooooooooooo
goodobboboobobmooobbbobbboooo
goodooboobbbobobuooboobobooo
gooboooobbbboboobooooooobbobog
0000o0oooooogn CcGMS-Al Copy Generation
Management System-Analogd0 00000000000
goooobobooooobgodoogooood

000000 Vol.O No.OOITI0O



OO0O00ooO0cO0O0OO0O0000000 DVD-AudioOOOO
OO00000O000000C0O0ODVD-VideoDOOOODODO
ooooboooooooobooo

DDDDDDDDDDDDDDDDDD CPRM

DVD-RAM/R] Recordable[¥RWI ReWritable(Od 0 O O
00000000 Video Recording FormatD O O
CPRMI Content Protection for Recordable Mediaf™d O
goodbdooooddoooooooocePrRMO 320
OOooOOocCcPPMOOOODOOODOODOODO®MOOOO
00000D@oO00o0000oooooooooonoooo
00 @UOO0DD0D0000O0O0000DO0oooDooog
gooocpPMOOO0OOODOOOO

SDOO0000D0000000O0CPRMOD ™ 000
goooon

EDDDDDDDDDDDDDD

000000000000 0D000o00oooooonon

00000000 000000000000000000000

00000000000 D0000000000000000

0000000000000 mMmooooonoooooooon

00000000000000000000000000

0000000000000 00000000000000

0000000000000 000000D000000o

000000000000000000000000000

0000000000000 00000000000000

000000000000 0o0o0oooooooonoooo

0000000000oooooooonooonooog

000000000000 000000

() COooooooooooo

() DODO0D0OO00O0D0O00O0D0MO0000O0ODOOO0
0000o00000o0Oooooooooo

(3) DOOODO0OO0OO0O0OO000000O0O0D00O0O0000
oooooooo

() DODODOoOooOooOo

() 000DO00O0O0D0D0O000000DOdCCIO Copy
Control Information[J 00 OO

() DODODO0O0ODODOOO0ODODOOOOOn

gooooooooooooo

cooboooooooobooobocoobooooooo -

gbooooooooocoboooobooomooooOo
boobooooobooooobooooooobooooooo
oboobomoooooobooooboooboooboooon
goboboooocoobooooobooooooooooo
oboooooboooooooobobobooooocooooo
obobooooooobooobooboobboooobooooooooo
oobooooooooooood

DD[ID

godoobooooooboooobbooooooobo
goooobobobbobbooobooboooboobobb
gogoobboooobbobbbboooooobobbobb
goomooobooboooboooobooooooooo
googboboooobbooooobbboobboon
goboboooboboboboobbobooboboob
gooobobohobobooobooobobooomw oo
goboboobobodobo

oogd

() OOoDOO0OOOOMDVDOOOODOOOOO"OODO0O0000000O00
000000000 O02103101997-50p.150 190

(2) 4C Entity, LLC. "Content Protection for Prerecorded Media Specification,
DVD Book", Rev.0.93, Jan. 31, 2001.

O http://www.4centity.com/C , (accessed 2003-4-7).

(3) Digital Transmission Licensing Administrator. "Digital Transmission Content
Protection Specification”, VVol.1(Informational Version), Rev.1.2a, Feb. 25,
2002.

O http://www.dtcp.com/O] , (accessed 2003-4-7).

(4) Digital Content Protection, LLC. "High-bandwidth Digital Content Protection
System", Rev.1.091", Apr. 22, 2003.

O http://www.digital-cp.com/O , (accessed 2003-4-28).

(5) 4ac Entity, LLC. "Content Protection for Recordable Media Specification, DVD
Book", Rev. 0.96, Jan. 31, 2003.

O http://www.4centity.com/O , (accessed 2003-4-7).

(6) 4c Entity, LLC. "Content Protection for Recordable Media Specification, SD
Memory Card Book, Common part", Rev. 0.96, Jan. 10, 2002.

O http://www.4centity.com/C , (accessed 2003-4-7).

000000KATOH Taku, D. Eng.
e-00000000 SIDOO0OOO0OOO sSIOOoO0O0oooo
00000o0ooooooooo0oooooooooooo
00o0oo0ooooooooD

Systems Integration Technology Center

it

11

¥
S




