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Visa International proposed a design for making credit cards into integrated circuit (IC) cards about 20 years ago. The purpose
of such a change is to minimize damage due to forgery and unauthorized use accompanying the wide dissemination of credit cards.
Increasing attention is now being paid to security in Japan, although companies in other countries already began to enter the

business of security authentication and evaluation about 10 years ago with a focus on the secure characteristics of IC cards. The

arrival of the network business era has further accelerated this trend.

fields and has evolved accordingly.

As a result, IC card technology is being applied in a variety of
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Use of IC cards in Internet environment
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Image of IC card evolution
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Trend in Toshiba contact type smart card products

iIcO0oogooooooLsioo

JooooooooooooooOicooooooobooooboooooooboogo
oooooooooLwsiIooooooOoOO0O0O000oO00oO0oO0oOooOocPUOOOOODOO

59

(oY




gopooooooo
mrmrmrm e ooo
i i NvOOOoOoooo ooooo
ISO14443Type-B ooooonoo 000
16000 CPUO O ooooo
/ 0Doooo
(oeewmrooo /\‘VD 000000
13.56MHz/0 000 ooooog
00000000 TeN71 oooooooo
1S014443Type-B___ _ —
D 0 T6NS8 13.56MHZITENSL | Oooooo
5120 00 EEPROM SR T EEPROM
0 0 0 T6N46
1280 00 EEPROM GoTnooo oooooo
ooooooo (C—Dooo
——— ooooo nooo
((tsemrzono o0
1 1 1 - oooo
099 2000 01 02 03 00O

doooooooooooolicoooooooono
Trend in Toshiba noncontact type IC card products

00000 DESI Data Encryption StandardlD 00 000
oo0ooooobooooooooo
O00000Mtamperd 0 0000000000000
oooobooooooooooooooooo
O0o00oooooooooooooooDoooooo
O000oo0oooooOoOooooooooooooooog
goooOoOoOoOoOoOoOoOmOoOoOOOOOODOoDODOO
oooopoooosiMOOODOJavalOODOOODOOOO
0o0ooooooooooooo
gooooU00oOoUoOoOoOoOooooooooDoUooo
0o0o00doooooooisQuuooooooooieEdd
ooooooomree00oooooooooooooog
goicodoopooooooogoooooooLsiog
goooooOoooOoOoooxommUoooooooo
O0o0000ooo0oOoooooooooooooogo
000000000000 ooo0ooDooooooooog
ooooUoooooooooooooooo
do00oo0o0oo0oo00o0oooooooooooo
ooooooogoooo
goopoooooolcooooopooooUooooooo
oooooooooooooooooooog
41 OOOOOOOOO
O00o00oooo0o0oUooDoO0oooooooooo
0 O NANDJ Negative AND circuittD 000000000
0000000000000 0000000dTransistor
OTrONANDOOOOOOOO32KOOOOOOOOOOO
oooooooooooo
0000000 ogooOoTr-NANDOOOOOOOOOOoOo
o0o0o0oo0o0UoooDooooooooooOooog
ooooooooooooooo
O0o00oooooooooooooLsiooooooo
00o0000oooooooooooooooooooog

60

goooooboooooobooooooboooooo

cooooobobooobobooooocooobooboooan
coboooonoboOoboOoooOooOooOooOboobooon
coobooomood

-
goooooo
[m]
e N
T
] e .,
sz ;
it '
iman== I TH
0000000000010 EEPROM 20 EEPROM *,3Tr-NAND  3Tr-NAND ﬁash(NOR)
goooooo 28 7 ‘0. 1 0.4 ‘.' 0.2
0DOOOO 035m 0.351m O38um_ 025t 025um

NORL Negative OR circuit

goboobooboobooboooboo NANDO OOOOOO
Oooo0ooOoooicobo0oooboo0DO0OEEPROMODOO
oooooooooOooooooo

Comparison of nonvolatile memory sizel ratio of Toshiball

DDDDD*DDDDD

128K

O

]

= T NAND 3Tr-NAND
B 32 3t

O

[}

]

o 20 20 20
BosK EEPROM EEPROM EEPROM
10 10
EEPROM EEPROM

0.6 0.35
0Do0O000000pmad

0.250 0 0.18

goooooooo0ooDoOooOoUooOooDoOoooo oooo
gobooooooobooboobooobboooobbooobooo
Ooooooooooo

Trend in finer processes for various nonvolatile memories

O0O0O0O0 Vol.O No.OO1md



A 10 20
EEPROM

R

EEPROM

3Tr-NAND

0oo

go3sumbooooon

i

2KO 00

3Tr-NAND

16K0O OO
oooooo

goooooooooooboooooooooooooobobooboo O
goO0OoocOoocOooobOooOoooOoOoOoboOO0obooooooooooo
gooooooooooooobooboobooobDbOoOoo

Image of technologies adopted according to nonvolatile memory size

gboooobooooooooobcobooobonooo
ooooodao

42 CcpPuOOO

iIc0Oo0oooocoboooooooooonooocoooo
ooooboobooOooooblJavabO0o0omoooOoOO
ooocpuboOOoOoOoOoOoobod

ubobooobooobobooooooooooooooon
ORISCOCPUO O OOOOOOOOOOOOOOOOODOO
tobooooOooooooooooooobocOobooooon
oooocpubOObOOOOoOoOOOOn

43 00000000

iICcOO00000oooocoboobooooooooooon
cboobooooooobocOoooboOobOOoobOOobOOoooon
ooobOboOoooboooooooooOono

32000 RISC CPU RISC
0.2500.18u m

oDooooooo

ooo
Java interpreter

6000 cPy [ CPU 900/L1

0.350 0.25u m

Java

CPU Z80
0.600.35um

98 I 99 I 2000 I 01 I 02 I

Vs

CPU Z80
0.8000.6u m

8Juo CPU

03 poo

goooooooooobocpubOOOO iIcoooooooooo
cPuo 0000000000 O0OOO00OO0ODOOORISCOOOO
ooooo

Trend in smart card CPUs

iIco0oogooooooLsioo

0000000000000 000ODESOTriple-DESH
AES] Advanced Encryption StandardDJ 00O 0000
000000000000000RSA]Rivest-Samir-
Adleman]0 0000000000000 00000000
0000000000000 0000oooooon
00000000 LsSI00000nooooooonnoooo
0oo0ooooooooog

00000000000000000000000000
0000000000000 0000000000

000000000000 00000000000000
0000000000 0000000

00000000000000000000000000
0000000000000 00000000000000
000000000000000000000000000
000000000000000000000

00000000000 000000000000000
ooo

() Doooooooo

(@ ooooooo
(b) DOODODOOOO
(c) DooooOoO
) 0oOoooooooood
) 0000000 ROM
) 0oooooo
) oooooo
) Oooag

Bl oooo

coobOoboooOooooOoooooooooobooon
goicoooooooobooooobobooboooOooon
oobOoooooooooocooolicooooooooon
goooooo

cooboooooboOooboooooooooooooooo
gOoicocooooooobooooboobooboooooon
gobooooboooo

cobObooobOoOooOooOoOoocobOlicobcoooooon
oooooooooocobobobooooooobooooooon
oobooooooogd

000000 ODA Hiroshi

000000000 0000LWSI000 0000LSI0000
0oO0O0lcoD0OoLsI000o0noonon

System LS| Div.

61

(Yl




