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Extensible Markup Language (XML) and digital signatures are expected to become important technologies in the electronic
commerce and government domains. Toshiba has developed an XML-Signature plug-in with the aim of realizing signing and
verification of digital signatures via the Web browser. The signature format is based on the World Wide Web Consortium (W3C)
XML-Signature specification.  The plug-in implements the common functions of data exchange, and makes form-based document
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exchange possible without service-dependent application software on the client side.

oooo

goooOooooooeEcOoO0O0DOUOOOUOOOOnO
ooopoooooooXMLOOOOOOOOoOoDOooooO
000 oU0Doooooo0oooooooooOi2o010 4
o0o0mo0oooooooopoooooooooooog
0000oooooooooooooooo
Oo0o0ooDo0oU0ooooooooooooooooo
o0d@moooooooDoDO0000moooogooog
ooooo0oooUoUoooOoOoooooooooooooo
oooooooooooooooooooooopooog
oooooooooooooDoooooDooooooooo
o0oooDoooopoocoooooooOoooooDooog
ooo
O0O0ooooOo0oC0OO0o0O0ooO0oOoOwebODOOO
oooooo0o0o0o0oOoDOoooooooooooooog
00000 ooooooOo0oooUoooooooog
oo0ooo0opDoOoUooooooooOoooogog
oooooooo0oo00ooUoooUoooUoooooog
oooomoom
O00oOoooO0DoDOoOooooooowi3cdnoOod XML-
Signature0 000 0O0DOD0OODOOXML-Signatured O
oooooooooXMLODOOOOOOOOOHTML
O HyperText Markup LanguageCO OO XMLO DO ODOO
odoooooOoUoooooooooooooOooooOg

22

ooooooo
e ————
ECJ0O0OWebOODO .:T g
— — ol e
b 4 re—
<t::] WebO OO O 7] w
ooooof
ﬁ goooog
ooooo oooo

JO0O0ecOO0OdOdOOoOoOOOOOO0OOWebODODOOOOOOOO
00000000000 00ECOODOO0OWebOOOOOOOOO

Model case of signature use
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Concept of multiple signatures
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<Signature>
<Signedinfo>
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<SignatureMethod Algorithm = "rsa-shal"/>
<Reference URI £ 0 01">0
<DigestMethod Algorithm="shal"/>
<DigestValue>j6lwx3rvEPbeu8nk=</DigestValue>

</Reference>
</SignedIinfo>
<SignatureValue>MCOCFFrVLt=</SignatureValue>
<KeylInfo>
ooo
</KeyInfo>
</Signature>
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XML-Signature element
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Structure of plug-in
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<purchaseOrder>

<orderid% OO0O">
<name>o o o </name>
<address>0 00000 0O O O O </address>
<item>O O 0O 0O O O <item>
<price>12000¥<price>

</order>

<SignatureTemplate>
<SignedInfoTemplate>

<ReferenceTemplate URI = #0 00" />

</SignedinfoTemplate>

</SignatureTemplate>

</purchaseOrder>
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Example of signature template element
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Example of signature use in online shopping
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(1) Mark, B. "XML-Signature Syntax and Processing". W3C Candidate Recom-
mendation. http://www.w3.org/signature/
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