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Formerly, because of the proprietary architectures provided by each vendor and physical protection from unauthorized system
access, information security in large-scale plant monitoring and control systems as used in electric power generating plants was
considered to be unnecessary. Now, as operating systems and hardware become less diverse and individual systems become
more interconnected, the threat of invasion has become a common reality. Information security can no longer be ignored.

It is possible fo construct a highly secure plant control system by adopting information security technology suitable to the par-

ticular system.
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Positioning of information security technologies
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Security threats to plant control systems
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Classes of security functional requirements
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