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Secure Content Distribution System
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Internet, digital compression, and computer network technologies have recently reached the level required for establishing the
music distribution business. However, protecting intellectual property rights for contents such as music has become a more
important task than ever before, in order to guarantee the appropriate cash flow throughout the entire industry. For this reason,
content distribution systems should be equipped with content protection and/or secure billing functions, which could be upgraded
over time, based on the most advanced information security technologies.

This paper outlines a secure digital content distribution system and the information security technolegies required therein.
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Content distribution system model
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Mutual authentication between certificate authorities
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Billing system based on license information
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Cryptographic authentication renewal mechanism
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