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Cryptographic Technologies for Smart Cards
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Smart cards have become an important tool for providing security in today’s increasingly computerized society. Toshiba has
developed a series of smart cards since 1981. Our smart cards are equipped with excellent security features including public-key

cryptosystems.

We have now developed a new crypto coprocessor, which requires only about 410 milliseconds to generate a Rivest-Shamir-
Adelman (RSA) signature with a 1,024-bit key length. Moreover, RSA signatures with a 2,048-bit key length can be handled.
This coprocessor also has functions enabling elliptic curve cryptosystems to be effectively implemented.
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Types of public-key cryptosystems
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Comparison of elliptic curve digital signature algorithm (DSA) and
RSA

e 3 DSA RSA
R D

memoRmesonE| D FENHR

RTEOIEENRR 160 E'w 1,024 Ew b

T TR m %

JOISLBA X" X i o

Tl %0 7

# AN HEBETRT .

Zhiza L, SAEIH el e LTI 5 Ae %
ALt KIS 3R AR 38 U 2 B o B i 2 o
W ROBHTH D, RSA S % DSA HA~D) 7

Al TE LW EITMA, — ORI Hdo
ﬁ'i‘éﬂ&fﬂ"?ﬁiiiﬁ?ﬂioﬁi Twlpniz®d, Baisflig g 2

— ¥ AR AT I N & T B TR AEVED AR AT
X5, H ﬁ-\EUC 1, #tE 1,024 ¥y b RSA W5 2 W

JEDEAER 160 ¥y hTHEIMTE . /o, WSHREL
L5 720 @ 8 O3 55 AHY RSA 'Lvﬂ.c]i DI HMIZHS
o BLE® Ay b d SRR oN T e L
ﬁbﬁi‘ﬁé NTWwah, HilllEs & RSA Wi & o L& &
2IZRY,
fﬁll]“nh w2 5 0L, AR 2 FE R o i A
TR E 2 DRI 5T S b KR 2Rk
): i, KEMEE S TR W ATERRE EDH LB DT
%o
5.1 FR{FHRIEMIES
FhER, FERpHLERE pTH-Z&D, T4
HHo0, 1, 2 p-1rohbBORRTH S, KU

MBS oo MIE R Tl S TEY, Hfp

DYy M4 LR HE LTS,

DL AT, FERMURE IR 122 1 R o B B AT IEA
HELEHADT, Moo vy HE2FT LI EDTE
Bo

W E, FERBRE I S~E  T A DR A EN TS 2
LT O RS ke RELTWwAEY. ZOFE
TOE¥EREZ, METELLICHMEDa Tty ¥
BT A B EPEL— 2 ) v FERZEICX 5505
HEHEa2~ Y FELTHELR. TOME, HpkEf,
MOCHHE & B IR 25 ik s, KPS O 2dh T
Ay 2o 45 1 DSA B4 & B AL 130 ms, B
AEASH 580 ms T“‘LLIJ‘-_’C‘% LHWHBLTH S,

5.2 2 OYEX{RMEEN

2o Rk TOIGE, 2 :@5" IR E T A nRAEMOE
HAZHT . 2 oW KRN 5E Z 0 X 5 2ZHAD
PHEE S T S hThh, n2#ELIES

IC 72— F(a) B SARAE DS

L7255 T, 2 DKM TONIZS $ Tl 0 7
SO L ZRE Ao TWD, HN—F7 = 7%
LR Y 7 L YA ANV s, BRI WS
Wl LI, oL ICH—FF v TIZiRE 51213

H A %n@&:[ﬂﬂﬁiﬁ“éé@%

MHTIE, Wi E TR CE I T ut
v#k@me%fHHWié:tc,zm%k%hm
Wbz HEERELTHD",

[l sen

ICHA—FiZ, 5HOH—FHAECHELTERLE WL

Mo—o2THhsH, UoFMa T ot vk, BALELHRD
B 1,024 ¥ b RSA W5 & K ICA JI0E 7 @ 4 I
TR EMM RN TUMTE, ICH—FTHEY 2
FARRENTHIENTE L,
Lo L, BUEOHM Rtk b iRitasd
bl cidid, BEOIBICHEtTA I LIlhD, €O
P2, KO ENRH RS T - MEE#ER L Tv L
VERH L,

R

(1) Data Encryption Standard, National Bureau of Standard, Federal Information
Processing Standards Publications, 1977,

(2) Rivest, R. L., et al. A method for obtaining digital signatures and public-key
cryptosystems. Commun. ACM, 21, 2. 1978, p.120-126.

(3) Proposed Federal Information Processing Standard for Digital Signature
Standard (DSS), Federal Resister, 56, 169, 30, 1991, p.42980-42982.

(1) e . CHEINMRRRS O E I A WO, B L
Fal7 4y rFEIY L EHERE . W@, 1997-01, A
HOBIE A A HE X = 0 7« W E % 1997, 14 D.

(5) Hrik A, fib. “GF f2"11" N PR R LT RE RN ) v F
a7k FORE. BYLifltEa) T BT L BTH

HomIE5 4, flfif—', 1999-01, EHHGEEFSMEHEF ) 7 1 %R

HP R E S, 1999, p.819-824.

e
=.

Iith IE{E  KOIKE Masanobu

iﬁﬁi gy AT 4t SUHEAT B+ » ¥ — SLiEdri
Mo B RS ) T o DOHF5E - FZEIZTEE, 1
,Lf l.—L/ P Fj-,‘

System Integration Technology Center

Jl¥ {§— KAWAMURA Shin-ichi, D.Eng.

tr)[ Sty y— avVa—¥% - hy b T—2FEF
b - FERRE, T, 55 - lEE S 207 1 O

7% - Bt GRS S, IEEE, IACR HH.

Computer & Network Systems Lab.

Hile & SHIBA Masue

- Har A7 a4 Sl&iﬂﬂ#}’}t{ & — SLELH HH

e AfER - B TE S,

e
T
System Integration Technology Center

23

45






