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Development of Cryptography and Key Recovery System
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Safer encryption algorithms and signature schemes have been actively researched in recent years.
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Candidates for the

advanced encryption standard (AES), which use a key length exceeding 128 bits, and the elliptic curve cryptosystem are prominent
in the fields of symmetric-key cryptography and public-key cryptography, respectively.

Toshiba has developed original symmetric-key block ciphers that are safer than Data Encryption Standard (DES) or triple- DES,
as well as a fast algorithm for computing in the elliptic curve cryptosystem, and has applied these results to the development of a key

recovery system.
is lost at lawful nodes.

In this system, an encrypted message is decryptable under agreement by approvers, even if the decryption key

Bl =zxn=

W it F 2) 7 ¢ il & X 2 B I ©dh 2
MM@;oIWUhAu DDOGEE WAL - uﬁ@wh

R B dGmg g s, WL (F 2B ki
(L7 TG E) oFhZRICBR L 28%2 L, Bho
HERWTE L RMES X0 DI S N B, 704K
T2 DES (Data Encryption Standard) @5, RSA
(Rivest - Shamir - Adleman) I DH (Diffie - Hellman) #&
AT ROFEW AL shiz, ZhbB, DESERSA (BL
O'DI) DM JLmgEns 5 & AMEER S ZhE2ho77 7 7 Mu
WL LToMM 2 WD, HIZI0FERICA-TS, v 9 —3 v
MR OMERIZ X D s QNS HEA 7,

LT AHA, RIERYERE O SR IR kS S B )R
HORHEMDD Z LITH2HMY, IFCBESEED
DESIEZZNIZ DL TV T X 2O EFEEF MBS hT
Who BERTEO RTINS T b B A B S 5 s
HF B —FT, RS IcRFES L, Lhry by
DOWEDFHHAAHEHZEDTVE, 20k H I
&, MW RRCTHR S 7 0 ) LA S L
STHEE LA L ENTES,

S CTIE, 29 LaWraddbiomhmzitsi L, “tko
BB 2 A & LT, Sl p s g s v U)'i'%i'ii'l‘l‘ Hi
PRI 7 D R 2R i< B, X512, i
WO E LT B2 EE L2255 “HN#EY A F 4"

DPIETY N DN T H iR B,

oGRS S & R HET i

7T7AEIZ FIPS (Federal Information Processing Standard)
(ZSE S PR E o B RS 5 DES 12, #4356 v b &
Wiz, BUETE, HHON—FY x 7 2 2 1384 L
HADRLIGHNTI~2H TR T 52 2 Al o T
WhHe T2, DESER—Z L LTHt2EL Lufsr =
FLZAT 9 Triple-DESAMUH E LTHWSNLE 5T, 2000
EETZ O LR E O RIWBEHERT S & LT AES (Advanced
Encryption Standard) OHGEAHED LN TW S, HEo Ik
ARYF L Triple - DES B EOPEGE & etk Cdh b, 2Dk
IHWHRITE Y, fEEODESHN X D b2 tho s iy
HROMIEICRS ShTws

a7 Ty 20 TIRIED o DIE X LT, BE
ARl bR S, #ERHOMEEELSHAOHRLICH
NEDIZLE G T— R ROHRE R D120 ThH b,
REGHET T, TORS7TLT) ZATHEL RS
%AM%?—&#aMﬁmcuoﬁ%¢mLﬂ 5O, #
TLOADRLITHNRD L) LA LR ikl hnwo b &
R LEDD D,

MHClE, kTR N— A, LR AR DT
N ) XNRHEE, BRI DT 2265 5
REREE IO 7 VT X LRI oo Ji§HIE -

B2 L E 21— Vol.54 No.7 (1999)



TENENRMIEL TV D

Wiy 7T LN % W% Az iz, #olfEid
LW, LA L, BEICHAAEINTVIIEST
VT ZADIF & - TT VT XL OIS AT
TRAVWS EIEEAUETH L, SO, TLIYA
LIEAMOBETH - T, BAFOBEN X L1075t
Mi %47 ) BEXH L EEZ TS

b, @Rtomi A@k;ro DTdhd. HMOHG
WDV, T, B E L IERBER T TR, ¥
v MBI P IRA) TN R EREIL, TOEMEM
AV TTIGERT O v 7S T AT ) AL ZRETT 5. K
12, Wit X b, W57 T X A0

2T B E (ath) % BB HFHT 5. B2,
AN VURER BRI I 2R R SRR L, SO DOBEE
ErRfioTbBOLLADALID ORI METE L
W ERFERT S,

IEMIB B 7 — T N % BEGET A BRI, A BRI
BERH T B T A, RUECRE, AR OREHY
HIR 7 & b VA7 0 B W EYE D 2 2 BRI
HREMLEELATNER LR, BT ET—7TV~DA
HoHHEy FERIESELEEZIZNNOHLE v P
HET HRIE R TH B, Buflo L) iR
WOHDLHT—TMIG R E & B D 5 O THHA S
Mg, EEOFEELAN, chsEMAGERHSETHS
Wi 7T AAERd Tl Retolige gL Tw
LR T ALENH L,

R

HAE y M8

RIS — T IVABE N OBRSIE ORI AT —
)M BWThdANEy bEELEGOME Y o RN
BAEAT b, BOBITIE, ¥y PRSP TTOMEIZBNT
1721238,

Evaluated sample of input and output correlation in substitution table
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Evaluated sample of security against differential/linear cryptanalysis
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