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Information Security Technologies — Core Technologles, Key Components, and Application Systems
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This paper describes the trends in information security technologies.  First, it explains the core technologies, which include
cryptography, cryptographic protocols, digital watermarking, biometrics, and tamper resistance. It then comments on key
components, such as LSls and smart cards, necessary for building secure systems.  Finally, it describes the application systems
Toshiba has been developing; namely, the electronic revenue stamp, the copy protection system for the IEEE1394 bus, electronic
content distribution systems, the pay - mobile broadcasting system, digital broadcast satellite systems, electronic commerce systems,
and plant control systems.
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