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%1 SED: Self-Encrypting Drive

%2 MQO1ABU***BW=/1)—X: MQO1ABUO50BW/MQO1ABUO32BW
%3 NIST: National Institute of Standards and Technology

%4 AES: Advanced Encryption Standard

%5 ATA! Advanced Technology Attachment

%6 TCG: Trusted Computing Group

%7 SSC: Security Subsystem Class

%8 CMVP: Cryptographic Module Validation Program
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*DMZ (DeMilitarized Zone: JEE )
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Related Devices and Systems
FS Sigma Version 01.01.05 ICs, Smart Qards and Smart Card- _ EAL4+
Related Devices and Systems

%1 ISO/IEC 15408 : Bt F 2 ) T DERN S ERBIMICEELLHRB LU RTLNBEYICEF SN ZORTHIEL(CRESNTVWE L2 FTHEY 27D DER

IRERIETY,

2 TOE (Target Of Evaluation) : FHEDMREAEYV IR ITTR/N—RIZT7REOHBEDI L ZTOEL VW E T BHET 3EBESLOERBEOF5IE FIREY=aT ).

HALVRAA VA=V FIBER L) BT hBDET,

3 EAL (Evaluation Assurance Level) : ISO/IEC 15408 TIdiRE L7FHEIEE ((RFEEM) IS0 9 B RIEDEE VWEEALLDSTETTERIED L NIV THE L TH D EBIED £

M2 TEICFHEDOABD L BD E T,
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A ESEI2—ILEHR FBIORFIAR

IPADYSER T SISO/IEC 19790 I B DK TS EV 2 — LA B R UEREEHIE (JCMVP) 1 7&K ENational
Institute of Standards and Technology (NIST) & 7774 Communications Security Establishment (CSE) h%&F
9 BFIPS140-2*2|Z &< Cryptographic Module Validation Program (CMVP) JIC &> TEREES N E A& RIE.
MDEHEDTY (2020538 FKIRME) o

BES{EHEEE#2.58\— RTA RIS TTMHZ2 CJ o) —X J0006 Levell
RZVYa—>3aVBEs5173Y F0001 Levell
Toshiba Secure TCG Opal SSC and Wipe technology Self-Encrypting Drive F0022 Level2
(MQO1ABU050BW, MQO1ABU032BW and MQO1ABU025BW)

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(THNSB8 model) 2807 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2769 Level2
(PX model) Type C

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2709 Level2
(PX model) Type A

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2707 Level2
(PX model) Type B

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(PX04S model) Type A 2521 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(PX04S model) Type B 2520 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Hard Disk Drive

(AL14SEQ model) 2508 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(PX model NAO2) 2410 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Hard Disk Drive 2333 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2262 Level2
(PX model)

Toshiba Secure TCG Opal SSC and Wipe technology Self-Encrypting Drive 2082 Level2
(MQO1ABUO50BW, MQO1ABU032BW and MQO1ABU025BW)

1 ISO/IEC 197908 LH 2T KT —BESEDa—ILOHBRE L UREEICE T 2+ 2 ) T BREEZ AT 270 OEFIRERE T,
%2 FIPS140-2 REEH B OB TESHENFIE TS /N\— RO TELVYINIITAAZECESEI21—LICE T2 tX2 U T BHOARERE T 2 KEERIR
BT

A ZDfttF ) TEREEDEISIRNR

SREESA TR
e TOSMAP-DS/LX OWB Level2
FHXLRAOAZazZ/r—>avalit
(Achilles Communication Certification)
TOSMAP-DS/LX OWR Level2
ISA Secure® EDSA CIEMAC™-DS/nv (TOSDIC-CIEDS/nv) EDSA2010.1
(Embedded Device Security Assurance) 523 =77 RaA>rO—Snv)—Xtype2 Levell
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HRIRETA—FLD2019FERTO-NILIRVREZEI T REDOTEELA BV O—NILUZTIDRY TS
ICARRBEATAN—KEPT—ZORERAVDHITOENTVET EDD TIRILNT VR TA—X—230%
HEDHZEIEEICEWVWTHIT /0T (Operation Technology) /1oTOH A /N—tF 2T E 2EDEAH KA
T RZIIN—TTIE BB ATLDSZAIFAINEEOEFa)T1IlWMTEERF ZRL TN —tFa
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RZIN—TDEFEE

20203831 HR%E
A S¢HEIE
it % Bt EZ E Rk & 3Jk3,899EM
AR REEEEZRLLL TN 455,500
- ¥ 1875 (BER8E) 7H HESFSIE|FR =S 4ER
# & £ 2,0011&7,5005H
(e {65
b=tk 5 4 B LERFIER (1BK) DR
10,133 N
43,465 043 8,040 . (Em)  EEFR
40,437 39,476 - ) 1,305
36,935 (EF)
, 820
33,899 641 35
.r[moo A1,146
814 19,657 EEGTE
2015 2016 2017 2018 2019 &®) 2015 2016 2017 2018 2019 FE)
HIgRIFE LS
ZDfth EEN
1,057 (4%) 20,025 (59%)
BN
2,105 (6%)
K
3,156 (9%)
=
33,899
7O (B fEM)
7,555 (22%)
TIAVRIRESRK EIXRRELES
£t (58 IFILE—SRTL IFILF—SRTL
2’794 (2(%)) Y )a—3> %@ﬂﬂ Y )a—3>
zoft 15,594 (12%) 3,215(9%) | ‘ 5,688 (15%)
11,690 (9%) \
FUaL
FUaIL Yya—oay
Yya—ay AYTSVRTL 25240%) A AYTSVRTL
8,755 (%) ~ YYa—iar ’ 4 Ya— 3>
y e 20,077 (16%) a5t 7,350(20%)
A& 125,648 ;L‘Jfg 36,838
ZIH/—*:/“ 1 (B N) Yya—o9y (Bfi: M)
ZJa=>ax |\ 7,456 (20%)
24,494 (19%)
zoLs ELYUa—ay ks ENVa—>ay
DEE 21,936 (17%) hatasdd 5,701 (15%)
20,308 (16%) 4,904 (13%)

RZIIN—THAN—

(I AV MEDORERFE LEHE2,939EAET)

tFal) T RESF2020

38



AE ERD B DI ®IC,

MIVSHL RZ

T105-8001 R REPAEX ZH1-1-1

BRVWADER

BMEES YAN—tFaUTrers—
TEL:03-3457-2128 FAX:03-5444-9213
e-mail : HDQ-TOSHIBA-SIRT@ml.toshiba.co.jp

RZHAIN—tFalU7s JxTHAL 2020468 %45
https://www.toshiba.co.jp/security/ Printed in Japan





